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TrK-121 HactpavBaemble KOMMYTaTOPbI 2 YPOBHS
BBepeHune
PykoBopcTBO Mo Mcnosb3oBaHWUo MHTepderica komaHaHon cTpoku (CLI)

1. BBEAEHUE

OnucaHve KOMaHg B [OaHHOM  pPYyKOBOACTBE OCHOBAaHO Ha MNPOrpaMMHOM
obecneyeHnn Bepcum 1.2. MpeacTaBneHHbIN 30echb CMMCOK ABnseTcs
NOAMHOXXECTBOM KOMaHJ, NoAAepXXMBAaeMbIX KOMMyTaTopamm cepumn TTK-121.

1.1 Ayguropusa u cogepxaHme

PyKOBOACTBO MO  MCMNOJIb30BaHMO  MHTepdenca  KomaHgHou  cTtpokm  (CLI)
npefHa3HayeHO MpeuMyLlecTBeHHO A8  aAMUHUCTPATOPOB CeTU U OpYrux
npodeccnoHanoB IT- MHAYCTPUKN, OTBETCTBEHHbLIX 33 YMpaBfieHNe KOMMYTaTOPOM C
noMouwbio MHTepdenca KomMaHOHOM CTpokU. WHTepdenc KOMaHOHOW CTPOKMU
ABNAETCA OAHUM M3 [OCTYMHbIX UHTEPdENCOB A1A YNPABIEHUS KOMMYTaTOPOM Cepum
TrK-121, B [aHHOM pPYKOBOACTBE B Jda/lbHEWWIEM MMEHYEMbIM «KOMMYyTaToOpP».
[laHHOe pYKOBOACTBO MOAPA3yMEBAET Yy yMTaTena Hanmyne HeobxoguMoro onbiTa
M 3HAHWUN NpUHUMNOB paboTbl Ethernet, coBpemeHHbIx ceTen n LAN.

1.2 Yc/ioBHblIe 0603Ha4YeHUs

Mpumep OnucaHue

TEeKCT OCHOBHOW TEKCT AOKYMEHTA.

KomaHabl, onumMm KOMaHg U KitoyeBble cioBa. Kntoyesble
NONY>XUPHbIA WpUdT C/I0OBa B KOMaHAHOM CTpokKe HeobxoaMMo BBOAUTb MMEHHO
TaK, Kak OHW 0TOOpaXKeHbl.

MapameTpbl AN 3HaYeHUA, KOTOpble HEOOXOANMMO yKa3aTb.
KYPCUB
3ATTIABHBIMU MapameTpbl B KOMaHAHOW CTPOKe HeobXoAMMO 3aMeHUTb

XenaembiMN.

[lononHuTenbHoe 3HayeHue UMM Habop AOMNONHUTENbHbIX
KBapgpaTHble ckobku [ ]
aprymeHTOB.

AnbTepHaTMBHbIE  KJ/lOYEBble C/IOBA  3aKJ/IlOYalOTCA B
burypHbole ckobkn 1 paspensoTcsa BepTMKANbHOW YepTOW.
®durypHble ckobku {}

Kak npaBuno, Heobxoammo BbibpaTb OAWH M3 BAaPWAHTOB,

pa3feneHHbIX BEPTUKaIbHOM YepPTOM.

[ononHUTENbHbIE 3HAYEHUSA UNWN APTYMEHTbI 3aKJ/THO4aOTCS
B KBaApaTHble CKOOKM W pa3penstoTcs BepTUKANbHOM
BepTukanbHasi yepTta| | u4epTon. Kak npaBuno, HeobxogMmo ykasaTb OAHO WU
HECKOMNbKO 3HAYeHUN/aprymeHToB, pasgeneHHbIX
BEPTUKANIbHOM YEPTOMN.
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TrK-121 HactpanBaemble KOMMYTaTOPbl 2 YPOBHS
BBepeHune
PykoBopacTBO Mo ncnonb3oBaHUo MHTepderica komaHaHom ctpoku (CLI)

Mpumep OnucaHue

lWpundT Courier New Ha| 3SKpaH KOHCONW, BK/OYAsi MPUMepbl BBEAEHHbIX KOMaHJ C

cBeTN0-cepom doHe COOTBETCTBYIOLMM BbIBOLOM.

1 BaxHas wHbOpmauma, KoTopas MOXET TOMO4Yb B
NHdopmaums .

b MCMoJIb30BaHNN YCTPOUCTBA.

| BHumaHue: NHdopmaums o NoTeHUMaNnbHON yrpo3e yCTPOWCTBY UK O

® uHdopmauus noTepe AaHHbIX, @ TaKXe Cnocobbl 3TO NPefoTBPaATUTD.

1.3 OnucaHmnsa KOMaHg

NHbopmaums o Kaxaon KomaHAe B AAHHOM PYyKOBOACTBE MpeacTaBfieHa C NMOMOLLbIO
CNefyoLwnx Nonemn:

+ OnucaHwue - KpaTKoe onncaHme Cl)yHKLI,VIOHaJ'Ia KOMaHAbl.
+  CHMHTaKCMC - TouHas d)opma KOMaHAbl U NMPpaBUia ee HarMmMCaHUA.

« MapameTpbl — Tabnuua c KpaTKMM OMNWCAHMEM ONUMKA UNKU Tpebyembix
MapaMeTPOB M UX UCMOJIb3OBAHUEM B KOMAHAE.

« o ymon4yaHMIO — eciv KOMaHAa 3a4aeT HOBOE 3HayYeHune KoHbUrypauuv nnm
CcoCcTosiHMEe KoMMyTaTopa (Hanpumep, OT/IMYHOE OT UCMOJSb3yemMoro), 3To byaet
MOKa3aHo B J@aHHOM rnore.

 Pexum BBOAad KOMadHAbl — pexum, B KOTOPOM BO3MOXXHO WCMOJIb30BaHMe
KOMaHAbl. PeXrmbl onucaHbl B pasgene Pe)xumbl BBOg4a KOMaHA, cTp. 7.

« YpoBeHb KOMaHAbl MO YMOJTYHaHUIO — ypOBEHb NPVBUIErMX NOMb30BaTENS,
HeobXxoaMMbIN A1 NCNONb30BaHUA KOMaHbI.

« WMcnonbsoBaHMe KOMaHAbl — feTasibHOE OMMCaHUEe KOMaHZbl U PasfnYHbIX
CLeHapueB ee NCNOJIb30BaHUS.

® anlMep — ApnmMep NCnoJib30BaHMA KOMaHAbl B nogxoadawem cueHapuin.

CTpaHvua 6 ums 124
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PykoBopcTBO Mo Mcnosb3oBaHWUo MHTepdelica komaHaHom cTpoku (CLI)

1.4 Pe)xumbl BBOga KOMaH4

B uHTepdence komaHgHon cTpoku (CLI) mMcnonb3yeTcs HECKONIbKO PEeXMMOB BBOAA
KomaHA. Habop A[OCTYMHbIX KOMaHA 3aBUCUMT OT peXxuma W YPOBHS MNPUBUIErUR
nonb3oBaTens. BBon BonpocuTenbHoro 3Haka (?) nocne npurnaleHuss CUCTeMmbl
MO3BOMISIET BbIBECTU CMMCOK KOMAHZA, AOCTYMHbIX MONb30BaTeNlo B OnpeneneHHOM
KOMaHOHOM pexume.

Tekywmn nHTeppenc KOMAHOHOM CTPOKW MNOAAEPXMBAET [[Ba YPOBHS MNpUBUIErni
Y4YETHOW 3anMcy Nosib3oBaTens:

* Basic User — 1-11 ypoBeHb npuBunervi. [aHHbIA ypPOBEHb YYETHOM 3anucu
obnagaeT cambiM HU3KUM MPUOPUTETOM CPEAU YYeTHbIX 3anucer M no3BonseT
NoJsib30BaTes0 NOYYUTb AOCTYMN K NPOCMOTpy 6a3oBor MHGOPMaLMM O CUcTeMe.

* Administrator - 15-11 ypoBeHb npuBuNervn. Y4yeTHas 3anucb YpPOBHS
Administrator no3sonsieT nNonyYnTb AOCTYN KO BCEW MHPOPMALUM O CUCTEME U
CMCTeMHbIM HAaCTPOMKaM, AOCTYMHbIM B LAHHOM PYKOBOACTBE.

NHTepdenc komaHgHom ctpokm (CLI) ncnonbsyeT HECKONBbKO PEXMMOB B Cleaylolem
MepapXmMYeCcKoM NopsiaKe.

BasoBble pexumsi:
* User EXEC Mode (nonb3oBaTeNnbCKMUi PEXUM);
* Privileged EXEC Mode (npvBunernpoBaHHbIA pexmm);
* Global Configuration Mode (pexxum rnobanbHom KOHbUrypaumum).

Mepexol B cheuuanbHble pPeXuMbl KOHOUIypauuM OCYLECTBAAETCS M3 pPexuma
Global Configuration Mode.

PeXx1M BBOJA KOMaHJ HAa3HAYaeTCs Cpa3y Npu BXoLe NONb30BaTeNsl B CUCTEMY U 3aBUCUT
OT YPOBHS MNpuBUNErvi y4vyeTHon 3anucu. CeaHC HayuHaeTcs nmMbo B pexume
User EXEC Mode, n16o B pexume Privileged EXEC Mode.

Monb3oBatenn c 06asoBbIM ypoBHeM npusunernin (Basic User) ocywecTBnstoT Bxon B
pexnme User EXEC Mode.

Monb3oBaTenn C pacliMpeHHbIM ypoBHeM npueuneruii (Administrator) ocywecTtensioT
Bxof, B pexume Privileged EXEC Mode.

CootBeTcTBEHHO, pexum User EXEC Mode wncnonb3yetca gna Basic User, a pexum
Privileged EXEC Mode npepocTtaBnsieT ¢yHkumn ypoBHa Administrator. Mepexon B
pexum Global Configuration Mode pocTtyneH Tonbko NoONb30BaTeNsiM  YPOBHS
Administrator.

CrpaHnua 713 124



TrK-121 HactpanBaemble KOMMYTaTOPbl 2 YPOBHS
BeepeHue

PykoBopacTBO Mo ncnonb3oBaHUo MHTepderica komaHaHom ctpoku (CLI)

CneumanbHble  pPeXMMbl  KOHPUrypauum [OCTYMHbl  TONbKO MOJb30BaTensaM C
MaKCMManbHbIM ypoBHeM npusunernii (Administrator).

B Ta6n|/|u,e KpaTKO npenctaBsieHbl 4OCTYMHbIE KOMaHOHbIE PEXWMbI, BKJT1HO4HaA 6a3oBble U
HEeCKONIbKO cneuynanbHbiX. bonee I'IO,EI,pO6HO OaHHbIe pPEeEXUMbl PaCCMaTPUBAOTCA B
onmcaHnm nona T36J'IVILI,€VI. OnuncaHusa oCTanbHbIX CNeunanbHbIX PeXmnmMoB B 3TOM pa3pene
He npeacrtaB/ieHbl. Ons nony4vyeHunA VIHCI)OpMaLI,VIM O [AOMONHUTENIbHbBIX PEXNMaX
HaCTpOVIKM HEO6XO,D,VIMO O6paTVITbCF| K rMaBam, OTHOCAWMMCA K 3TUM d)yHKLI,VIFIM.

Tabnuya 1. JocmynHble KOMAHOHbIE PeXUMbI U YPOBHU npuBuieaul:

Pexxum BBoga KomaHp, / OnucaHune

YpoBeHb npusunerui

User EXEC Mode / Camblh HU3KMA YypOBEHb MNpUOpUTETa Cpeau
ypoBeHb Basic User MONIb30BATENIbCKMX YYETHbIX 3anucen.

NMpocmoTp 6a30BbiX HACTPOEK CUCTEMbI U
MHbOpPMaLMM 0 paboTe YCTPONCTBA, yNpaBieHne
CUCTEMOMN.

Privileged EXEC Mode /
ypoBeHb Administrator

MpuMeHeHWe rnobanbHbIX HACTPOEK AN BCEN

Global Configuration Mode /
cucTembl. Takxke ucnonb3yeTca AnA nepexoda K

ypoBeHb Administrator
crneunanbHbIM peXnumam.

Interface Configuration Mode /

. PeXxnm KoHPUrypauum nHtepdemncos.
ypoBeHb Administrator

VLAN Configuration Mode /

. . Pexxum koHurypaumm VLAN-ceTu.
ypoBeHb Administrator

User EXEC Mode c 6a3oBbim ypoBHeM gocTyna Basic User
EcTb BoCTYyn TONbKO K NPOCMOTPY 0a30BbIX HACTPOEK cUCTeMbl U MHbOpMauum o paboTte
YCTPOMCTBA. B faHHbIN peXrM MOXHO BOUTK C y4eTHOM 3anncbio Basic User.

Privileged EXEC Mode c pacwumpeHHbiMm ypoBHeM pgocTtyna Administrator

PeXxum npepHasHayeH ANs MPocMoTpa 0a30BbIX HACTPOEK CUCTEMbI M MO3BONSET
MONb30BaTENSIM  OCYWECTBNATb HACTPOWMKM CEaHCOB JIOKAJIbHOrO TepMMHana WU
BbINOJSIHATb 0a30BYKD MNPOBEPKY CETeBbIX MNoAKNYeHMN. [lonb3oBaTeslb HE MOXeT
NoNyuYnTb AOCTYN K MHPOpMaLMKM, OTHOCALWENCs K 6e3onacHOoCTU. B JaHHBIA pexum
MOXXHO BOWTM C y4ETHOM 3aNnCbio ypoBHS Administrator.
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Pexxum rno6anbHom koHpurypaumm (Global Configuration Mode)

[aHHbIN pexXum Mo3BONAET BHOCUTb WM3MEHEHUs B rnobanbHble HACTPOMKM BCeEWn
cucTembl. [na Bxoga B pexum TpebyeTcs yyeTHas 3anmcb ypoBHSA Administrator.
MoMMMO NpUMeEHEHUs FMobanbHbIX HACTPOEK ANS BCEN CUCTEMbI, AAHHbBIN PEXUM TaKxXe
MCNoNb3yeTcsa O Nepexofa B CreuuanbHble pexumbl KOHGUrypauuu. ns goctyna K
pexumy rnobanbHoM KOHGUrypauum mnonb3oBaTeslb [AO/HKEH BOWTU B CUCTEMY C
COOTBETCTBYIOLMM YPOBHEM YYETHOWM 3anucu u BBecTM KomaHay configure terminal B
NPUBMIETMPOBAHHOM PeXUME.

B cnepyrolwem npuvmepe BbIMNOHAETCA BXOQ B CUMCTEMY C YYETHOM 3amMuUCblo YPOBHS
Administrator B pexume Privileged EXEC n ncnonbsyetca komaHga configure terminal
ANS nepexona B pexum rnobanbHon KOHbUrypaumm:

MopapoK OeNCTBMIA AN BXOAa B CrneuuvanbHble PeXMMbl NPeacTaBfieH B OallbHENLIMX
rmaBax pykoBoacTBa. [laHHble KOMaHOHble PeXUMbl MCMNONb3YKTCA A1 HACTPOMKMU
oTAenNbHbIX GYHKLNNA.

Pexxum koHdurypauum nuHtepoemncos (Interface Configuration Mode)
Pexum KoHpUrypaumm nHtepdencoB NCNonb3yeTcs A1 HACTPONKM MapamMeTpoB O4HOI0
MM HECKONbKMX UHTepdencoB. B kauecTBe nHTepdenca MoxXeT BbiCTyNaTb GU3NYECKU
nopT, pAguana3oH nopTtoB, port-channel, VLAN-uHTepdeinc. KomaHabl pexmma
KOHOUrypaumMm uHTepPencoB HEMHOro OTIMYATCS B 3aBUCMMOCTM OT  TWNa
NHTepdenca.

Ansa poctyna K pexumy KoHburypauum uHTeppencoB HeobxoaMmMo WUCMofb30BaTb
cnepyoLyo KOMaHAy B pexume rnobanbHom KoHOUrypaumm:

Pexxum koHdurypauum VLAN (VLAN Configuration Mode)

Pexxum koHpurypauum VLAN ncnonb3syetca 4na HacTporkm napameTtpos VLAN.

Ans poctyna K pexumy koHourypaumm VLAN HeobxoamMmo MCNoNb30BaTb CeAyoLWyo
KOMaHZy B pexume rnobanbHon KOHGUrypaumm:
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TrK-121 HactpanBaemble KOMMYTaTOPbl 2 YPOBHS
BeBepeHue

PykoBopacTBO Mo ncnonb3oBaHUo MHTepderica komaHaHom ctpoku (CLI)

1.5 Co3gaHmne no/b30BaTe/IbCKON y4YeTHOM 3anucu (KomaHza
username)

Mo yMON4YaHMIO Ha YCTPOMCTBE CyLLEeCTBYET y4yeTHasa 3anncb admin ¢ naponem admin. Bbl
MOXeTe C0o34aTb Apyrune yyeTHble 3anncKn (o 32) ¢ NnoMoLblo KOMaHAbl username. Mpwu
MCNONb30BaHUM GOPMbI NO KOMaHAA YAANIUT YYETHYIO 3aMnuncChb.

username NAME {{password PASS | nopassword} | {privilege LEVEL}

no username {user NAME | all}

MapameTpbl

YKaxute uma nosib3oBaTens Aa HOBOM y4eTHoM 3anucn (He
NAME bonee 32 cumBonoB). Wcnonb3ymte naTuMHCKMe OyKBbI
BEPXHEro U HWXHero perucrpa, undpbl, CUMBONbI «geduc»

(-), «nogyepkuBaHue» (), «toyka» (.)

YKkaxute naponb p[ns yyeTtHou 3anucm (He Oonee 64

password PASS
CMMBOJIOB).

no password YKaxuTe, 4ToObl B JAHHOM Y4YEeTHON 3anncu He 6110 Napons.

YKaxute ypoBeHb npusunernn. inanasoH 3HayeHun: ot 1 oo
privilege LEVEL 15. Ecnmn ypoBeHb He yKasaH Npu CO34aHMN YHYETHOM 3anucu,
ypoBeHb npusunernm — 1.

user YKaxute YYETHYIO 3anncCb, KOTOPYIO HeO6XO,D,VIMO yAannTb.

. Ykaxute, 4ToObl yOanuUTb BCE Y4YeTHble 3arnucu, Kpome
a o
TeKyLen.

Mo ymonuaHuio
HerT.

Pe)Xxum BBOAa KOMaHAbI
Pexxum rnobanbHom koHpurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO0 YMOYaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbl
Ncnonb3ynTe [aHHYyO KOMaHAy ANS CO3[4aHMA HOBOM YYETHOW 3amnucu, U3MeHeHUs
Naponsa UNN ypoBHS NMPUBUNETNN 1A CYLLECTBYIOLLEN YYETHON 3aNNCK UMK ee yaANEeHUs.
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TrK-121 HactpavBaemble KOMMYTaTOPbI 2 YPOBHS
BeepeHue

PykoBopcTBO Mo Mcnosb3oBaHWUo MHTepdelica komaHaHom cTpoku (CLI)

Mpumep
B maHHOM Npumepe NokKas3aHo, KakK Cco34aTb YYETHYI 3anMcb mainuser ¢ naponem rtgjdt

n ypoBHeM npusunernm 15.

TGK-121# configure terminal

TGK-121 (config)# username mainuser password rtgjdt
username mainuser password rtgjdt

TGK-121 (config)# username mainuser privilege 15
username mainuser privilege 15

TGK-121 (config) #
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TrK-121 HactpanBaemble KOMMYTaTOPbl 2 YPOBHS Ba30Bble KOMaHAbl HTepdelica

PYKOBOACTBO MO MCMONb30BaHMIO MHTepdeiica KomaHaHoM cTpokm (CLI) KOMaHAHOW CTPOKK

2. BA3OBbIE KOMAHAbl MHTEP®EACA KOMAHOHON
CTPOKUA

2.1 help

J[laHHaA KoMaHZa MCNONb3yeTcs AN 0TOOpPaXeHUs KPaTKOM CNpaBoYHOM MHOPMaLUN.
Ncnonb3ynTte komaHay help B ntobom pexume.

help

MapameTpbl
HerT.

No ymonuaHuio
HerT.

Pexum BBOAAd KOMaHAbl
Monb30oBaTeNbCKMUA UM NPUBUIIErMPOBaHHbIN pexum (User/Privileged EXEC Mode).

JTiobomn pexmm KoHpUrypauymu.

VpOBeHb KOMaHAbl NO YMOJTYaHUIO
YposeHb 1.

Ncnonb3oBaHue KOMaHAbI
KomaHga help ncnonb3yetcs gns otobpaxkeHuMss KpaTKoOM CNpaBOYHOW MHPOpMauMn,
BKJIOYAET cnepytowme pyHKUnn:

* Y700OblI NMepeyncnnTb BCe OOCTYMHble KOMaHAbl O ONpenesieHHOro Pexunma,
BBEANTE BOMNPOCUTENbHbIN 3HaK (?) B CUCTEMHYIO NMOACKA3KY.

*  Y700bI NONYYUTb KPATKOE OMNMCaHMe onpeaenieHHoM KOMaHabl, BBEAMTE KOMaHOy
MOIHOCTBIO M BOMPOCUTESNbHbIM 3HAK (?) cpa3y 3a Hel.

* YT06bI MONYYMTb CMUCOK KOMAHZA, HAYMHAOWMXCA C  OnpeneneHHowm
nocrefoBaTeNnlbHOCTM  CMMBOJIOB,  BBEAMTE  COKPALEHHYH  KOMaHZy MU
BOMpPOCUTENbHbIM 3HAK (?) cpa3y 3a Hel. Takas ¢popma HasbiBaeTcs word help, Tak
Kak OHa COOEPXMWT TONIbKO KJIIOYEBbIE C/IOBA WM apryMeHTbl, HauMHatoWmecs C
BBEAEHHOI0 COKPALLEHUS.
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PYKOBO/ICTBO MO UCMONb30BaHMI0 MHTepdeiica KomaHaHol cTpokm (CLI) KOMaHAHOW CTPOKK

* YT1oObl MepeyncnuTb KKO4YeBble C/IOBA U apryMeHTbl, CBA3aHHble C KOMaHOOW,
BBEAMTE BOMPOCUTENbHbIM 3HaK (?) HA MeCTO K/1Il04EeBOro C/I0Ba UM apryMeHTa B
KOMaHpHOWM cTpoke. Takas dopma HasbiBaeTcs command syntax help, Tak kak oHa
COOEPXUT CMUCOK KIHOYEBbIX C/IOB UM apryMeHTOB, NMPUMEHSAEMbIX Ha OCHOBE
yXe BBe[,eHHO KOMaHAbl, K/II04EeBOro C/I0Ba UM apryMeHTOB.

Mpumep

B pmaHHOM npmnMmepe nokKasaHo WncCnoJjib3aoBaHMe KOMaHAbI heh: aona OTO6anEHMH
KpaTKOro onncaHma KoMaHpgbl.

TGK-121+# Fiﬁgg?
> [?]
ping6 Ping test for IPv6 protocol

TGK-121# ping6

Cneayrowum npumep nokasbiBaeT ncnonbsosaHne word help ona otobpaxeHna KOMaHpg,
nonb3oBaTenbckoro pexunma (User EXEC Mode), HauMHalOWMXCS C CUMMBONA «p».
CMBONbI, BBEAEHHbIE NMEepes BONPOCUTENbHbIM 3HAKOM (?), 0OTOOpaXeHbl B CliefytoLen
CTPOKe, YTOObl NPOAOIXNTL BBOA KOMAHAbI.

TGK-121> p?

> [?]

ping Ping test for IPv4 protocol
ping6 Ping test for IPv6 protocol
TGK-121> p

Cnegyrowmm npumep rnokasbiBaeT NCMONb30BaHME KOMaHAbl command syntax help gns
OTOOpaxeHus cnepyrollero aprymeHta KomaHabl ping. CMmMBONbl, BBeAEHHble nepep
BOMPOCUTENBHbIM 3HAaKOM (?), OTOGpaxeHbl B ClneayroLlen CTpoKe, YToObl NPOAOIKUTD
BBOJ, KOMaHApbI.

TGK-121> ping °?

> [ping ?]
IP-ADDRESS The IPv4 address of the destination host
HOST-NAME The host name of the system to discover

TGK-121> ping
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PYKOBOACTBO MO MCMONb30BaHMIO MHTepdeiica KomaHaHoM cTpokm (CLI) KOMaHAHOW CTPOKK

2.2 enable
[aHHas KOMaHAa NCNoNb3yeTcsa AN U3BMEHEHUS YPOBHS MPUBUIErNM aKTUBHOWN CECCUN.
enable [LEVEL]
MapameTpbl
(OnunoHanbHO) YKa3biBaeT ypoBeHb NpuBUiernn. [inanasoH
LEVEL 3HayeHun: ot 1 po 15. Ecam He vykasaHo, Oypet

MCnoJsib30BaTbCA 3HadyeHue 15.

Mo ymonyaHuio
Her.

Pe)xum BBOAa KOMaHAbl
Monb3oBaTeNbCKUA UM NPUBUIErMPOBaHHbIN pexum (User/Privileged EXEC Mode).

VpOBeHb KOMaHAbl N0 YMOJT4YaHUIO
YposeHb 1.

Ucnonb3oBaHue KOMaHAbl
Ecnn npmBmnernpoBaHHbI ypoBeHb TpebyeT napons, BBeAUTE ero B COOTBETCTBYHOLLEM
none. Mpu HeygayHOM BBOAE YPOBEHb MPUBUIETUN HE U3MEHUTCS.

Mpumep

B naHHOM npumepe rnokasaHo M3MeHeHWe YPOBHSA npueuniernmm aKTMBHOM ceccum Ha 15
YPOBEHb.

TGK-121> show privilege

show privilege

Current user privilege level is 1
TGK-121> enable 15

enable 15

Password:

TGK-121# show privilege

show privilege

Current user privilege level is 15

TGK-121#

Crpanuvua 1413 124



TrK-121 HactpavBaemble KOMMYTaTOPbI 2 YPOBHS Ba3oBble KOMaHAbl nHTepdeiica
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2.3 disable

[laHHas KOMaHAa UCMONb3yeTCa A9 U3SMEHEHUA YPOBHS MPUBUIErNMM aKTUBHOWM ceccmm
Yy4eTHOM 3anncuK Ha bonee HU3KUN.

disable [LEVEL]

NMapameTpobl

(OnumoHanbHO) Yka3biBaeT ypoBeHb NpuBunernun. uanasoH
LEVEL 3HavyeHmn: ot 1 po 15. Ecam He ykasaHo, Oypet
MCNONb30BaTbCA 3Ha4YeHue 1.

Mo ymonyaHuio
Her.

Pexum BBOAAd KOMaHAbI
Monb3oBaTeNbCKMA UK NPUBUIErMpoBaHHbIn pexum (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMONMYaHMIO
YpoBeHb 1.

Ncnonb3oBaHue KOMaHAbI
MCHOﬂb3yﬁTe OAHHYIKO KOMaHAY ONnA NaMeHeHNA ypoBHA nNpUuBuUnernn aKTUBHOW ceccum
y4eTHOW 3anncuK Ha bonee HU3KNN.

Mpumep

B JaHHOM MpuMMepe MoKa3aHO M3MEHeHWe YPOBHA MPUBUNErNN aKTUBHOM CeCCUMM Ha 1
YPOBEHb.

TGK-121# show privilege

show privilege

Current user privilege level is 15
TGK-121# disable 1

disable 1

TGK-121> show privilege

show privilege

Current user privilege level is 1

TGK-121>
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PYKOBOACTBO MO MCMONb30BaHMIO MHTepdeiica KomaHaHoM cTpokm (CLI) KOMaHAHOW CTPOKK

2.4 configure terminal

[laHHas KOMaHAA MCNONb3YeTCsA A9 BXOA4a B pexXxum rnobanbHorn KoHpurypaunm (Global
Configuration Mode).
configure terminal

NMapameTpbl
HerT.

Mo ymon4yaHuio
Her.

Pexvum BBOAa KOMaHAbl
MpuBunernpoBaHHbIn pexum (Privileged EXEC Mode).

VpOBeHb KOMaHAbl NO YMOJTHaHUIO
YpoBeHb 15.

NUcnonb3oBaHue KOMaHAbl
Ncnonb3ynTe AaHHYO KOMaHAY ANS BXOAA B PEXMM rNobanbHOM KOHbUrypaumu.

Mpumep
B aHHOM NpuMepe NokKasaH Nepexon B peXxum rnobanbHon KoHpurypaumu.

TGK-121# configure terminal

TGK-121 (config) #
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PYKOBO/ICTBO MO UCMONb30BaHMI0 MHTepdeiica KomaHaHol cTpokm (CLI) KOMaHAHOW CTPOKK

2.5 logout / quit
ﬂaHHHe KOMaHAbl UCMNOJNIb3YIOTCA A1 3aBepLlieHund aKTUBHON ceccum u BbiIXOOa W3
CNCTEMbI.
logout
quit
MapameTpol

Her.

Mo ymonuyaHuio
HerT.

Pexxum BBOAAd KOMaH4bl
Monb3oBaTeNbCKM MK NpUBMUIErMpoBaHHbIn pexum (User/Privileged EXEC Mode).
JTtobomn pexmm KoHpUrypauymu.

YpoBeHb KOMaHAbl MO YMONMYaHUIO
YpoBeHb 1.

Ncnonb3oBaHue KOMaHAbI
|/|CI'IOJ'Ib3yl71Te OaHHble KOMaHAObl [ONA 3aBeplleHund aKTUBHON cCeccun u BbIXO4a
nosib30BaTend n3 CMctemMbl.

Mpumep

B naHHOM NpuMepe NokasaH NPoLecc BbIXOAA U3 CMCTEMbI C MOMOLLbIO KoMaHab! logout.

TGK-121# logout

logout
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2.6 end

J[laHHaaA KOMaHAa MCMoNb3yeTca AN BbiIXOAAa M3 TEKYLLEro pexuma KoHburypaumm m
BO3BPALLEHMA K Ha4vallbHOMY pexumy uHTepderica komaHgHon cTtpokm (CLI) ans
[LAHHOro nofb3oBaTens, T.e. K nofib3oBatenbckomy pexummy (User EXEC Mode) mnm
npueunernposaHHomy pexumy (Privileged EXEC Mode).

end

MapameTpbl
HerT.

Mo ymonyaHuio
Her.

PeXxum BBOAa KOMaHAbI
Monb3oBaTenbCcKnin Uu NpusmnernpoBaHHbin pexum (User/Privileged EXEC Mode).

JTiobom pexmm KoHPUrypaumm.

ypOBEHb KOMaHAbl MO YMOJT4aHUIO
YposeHb 1.

Ncnonb3oBaHMe KOMaHAbI
Ncnonb3ynTe gaHHYy0 KOMaHOy ANS BO3BPALWEHMS K HavyallbHOMY pexumy nHtepderica
KoMaHpHowm cTtpoku (CLI).

Mpumep

B maHHOM npumepe NokKasaHo, Kak 3aBepLNTb CeaHC PaboTbl B pexnme KoHPUrypaumm
nHutepdenicor (Interface Configuration Mode) n BepHyTbCA B MPUBUIErMPOBAHHbIN
pexum (Privileged EXEC Mode).

TGK-121 (config)# interface ethernet 1/0/8
TGK-121 (config-if) # end

end

TGK-121#
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2.7 exit

J[laHHaaA KOMaHAa MCMONb3yeTCa A/1A BbIXOAa M3 TEKYLLEro pexmma KoHdpurypaumm u
BO3BPALWEHMA K Mpeablgywemy pexumy. Ecnu  Tekywum pexnmmMom  ABNAeTcs
nonb3oBatenbckm pexmm (User EXEC Mode) unmM npuBUNErMpPOBaHHbIA  PEXUM
(Privileged EXEC Mode), BbinosIHEHWE KOMaHAbl MO3BOJIUT BbIATU U3 TEKYLLEN CECCUN.

exit

MapameTpbl
HerT.

No ymonuyaHuio
Her.

Pexxum BBOAa KOMaHAbI
Monb3oBaTenbCcknii UK NpuBmnernpoBaHHbin pexxum (User/Privileged EXEC Mode).

JTiobom pexmm KoHpUrypaumm.

ypOBeHb KOMaHAbl MO YMOJTYHaHUIO
YposeHb 1.

MUcnonb3oBaHue KOMaHAbI

Ncnonb3ynTe AaHHYO KOMaHAYy ANS BbIXO4A M3 TEKYLLEro pexuma KOoHburypaumm u
BO3BpALLEHMS K npegbigywemy pexummy. Ecnm  Tekywum pexumom  ABnsaeTcs
nonb3oBaTenbckun pexum (User EXEC Mode) wnmM NpMBUNErMPOBAHHbLIN  PEXUM
(Privileged EXEC Mode), Bbino/IHEHNE KOMaHAbl MO3BOJIUT BbIATU U3 TEKYLLEN CECCUN.

Mpumep
B paHHOM npumepe mMokKasaH MpPoOLECcC BO3BPALEHUS U3  pexuma rnobanbHoM

KoHdurypaumm (Global Configuration Mode) B npuBunernposaHHbin pexum (Privileged
EXEC Mode).

TGK-121 (config) # exit
exit

TGK-121#
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2.8 show history

[laHHaa KoMaHaa Ncnonb3yeTcd and rnpocMmoTpa CnMcKka KOMaH4, BBEOEHHbIX B TEKyU.LEVI
ceccun.

show history

NMapameTpbl
HerT.

Mo ymon4yaHuio
Her.

Pexvum BBOAa KOMaHAbl
Monb3oBaTeNbCKUA UM NPUBUIErMPOBaHHbIN pexum (User/Privileged EXEC Mode).

Mobon pexmm KoHbUrypaunu.

YpoBeHb KOMaHAbl MO0 YMOMYaHUIO
YposeHb 1.

Ucnonb3oBaHne KOMaHAbl

Bce BBeAeHHble KOMaHAbl COXPAHAKTCA B CMCTEME B TeyeHne TeKylien ceccuun. bydep
NCTOPUN pacCcYMTaH Ha 256 KkomaHA. HaBuraymsa no KOMaHgam B UCTOPUK BbINOSHAETCA
KnaBuwamm Beepx (419 npocmoTpa 6onee paHHen KoMaHabl) nu BHKU3 (ona npocmoTpa
bonee no3gHen KOMaHAbl).

Mpumep

B naHHOM npmmepe NokKasaHo 0To6pa>KeH|/|e NCTOPUN KOMaHA TGKyLLI,GVI ceccnn.
TGK-121# show history

show history

show version

show interfaces counters

show history

3 commands were logged (buffer size is 256)

TGK-121#

CTtpaHuua 203 124



TrK-121 HactpavBaemble KOMMYTaTOPbI 2 YPOBHS Ba3oBble KOMaHAbl nHTepdeiica

PYKOBO/ICTBO MO UCMONb30BaHMI0 MHTepdeiica KomaHaHol cTpokm (CLI) KOMaHAHOW CTPOKK

2.9 show version
[laHHas KOMaHZa ucnosb3yeTcs ANna oTobpaxeHus oben nHPopmaummn ob yctponcTee
neronporpamMmmHOM O6ECI'I€‘-I€HVIVI.

show version

NMapameTpobl
Her.

Mo ymon4yaHuio
Her.

PeXxxvum BBOAa KOMaHAbI
Monb3oBaTeNbCKU UK NpUBUIErnpoBaHHbin pexum (User/Privileged EXEC Mode).

Mobon pexmm KoHbUrypaunu.

VpOBEHb KOMaHAbl MO YMOJTYHaHUIO
YposeHb 1.

Ncnonb3oBaHMe KOMaHAbI

[laHHaa KOMaHAa ncnosb3lyeTca ANa oTobpaxeHus obwen nHGopmaummn ob ycTponcTee
M ero NporpamMmmHomM obecrneyeHumn.

NMpumep
B maHHOM npumepe nokasaHa 4acTb MHPopmaumm o6 ycTpomcTBe, OTOOpPaKeHHOoM C
nomolLlbto KomaHabl show version.

[GK-121# show version

show version

Hardware:
Hardware Revision : Fl1
Model Name : TGK-121
Firmware:

CrpaHnua 2113 124



TrK-121 HactpanBaemble KOMMYTaTOPbl 2 YPOBHS Ba30Bble KOMaHAbl HTepdelica

PYKOBOACTBO MO MCMONb30BaHMIO MHTepdeiica KomaHaHoM cTpokm (CLI) KOMaHAHOW CTPOKK

2.10 show privilege

[laHHaa KOMaHAa ncnonb3yeTcs AN 0ToOpaxeHUa TEKYLLEro YPOBHS NPUBUIIErUN.
show privilege

MapameTpbl
HerT.

No ymonyaHuio
HerT.

Pexum BBOAd KOMaHAbl
Monb3oBaTeNbCKMU UK NPUBUIIErMPOBaHHbIN pexum (User/Privileged EXEC Mode).

VpOBeHb KOMaHAbl MO YMOJT4aHUIO
YposeHb 1.

Ncnonb3oBaHMe KOMaHAbi
ﬂaHHaﬂKOMaHﬂaMCHOﬂb3y€ﬂJ1ﬂﬂﬂOTO6an6HMﬂTeKymeroypOBHﬂHpMBMﬂeFMM.

Mpumep

B maHHOM npumepe rnokasaHo, Kak OTO6pa3VITb TEKyU.I,VIVI ypoOBeHb NpuBunernn.
TGK-121# show privilege

show privilege

Current user privilege level is 15

TGK-121#
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2.11 terminal history
JaHHas KOMaHAa UCMONb3yeTca AAS 3aMMCUM KOMaH[, BBEAEHHbIX B TEKYLLEN Ceccum.
Mpw ncnonb3oBaHMM GOPMbI NO KOMAHAA NPEKPATUT 3aMMUCb BBEAEHHbIX KOMAHA,.
terminal history
terminal no history

MapameTpol
HerT.

Mo ymonuyaHuio
HerT.

Pexum BBOAAd KOMaHAbI
Monb3oBaTeNbCKM MK NpUBMUIErMpoBaHHbIn pexum (User/Privileged EXEC Mode).

VpOBEHb KOMaHAbl MO YMOJTYHaHUIO
YposeHb 1.

MUcnonb3oBaHue KOMaHAbI

Ecnn BknoyeHa 3anncb KOMaHA, BCe BBeAEHHble KOMaHAbl COXPAHATCA B CUCTEME B
TeyeHue TeKylen ceccumn. bydep ncrtopmm paccunTtaH Ha 256 komaHa. Mpu oTKNOYEHUN
3anucm KomaHga bydep nctopmn byaeT oUnLLEH.

Mpumep

B naHHOM npmmMmepe nokKasaHo, Kak NpekpaTtnTb 3anncbiBaTb UCTOPUN KOMaHA TeKyIJ.I,eVI
ceccun.

TGK-121# terminal no history

terminal no history

TGK-121#
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3. BA3OBbIE KOMAHAODbI HACTPOWUKU IPV4
3.7 arp

[laHHas KOMaHOa ucnonb3yetcs ANns gobaesneHmns ctatudeckon 3anmcm B ARP-kaw. Mpu
MCNONb30BaHUM GOPMbI NO KOMAHAA YAANUT CTaTUYECKYHO 3anncb n3 ARP-kawa.

arp ADDR MACADDR
no arp ADDR MACADDR

MapameTpbl

ADDR Ykaxute IP-agpec.

MACADDR YkaxunTte MAC-agpec (B popmaTte 00:AB:CD:EF:12:34).

Mo ymonyaHuio
Mo ymonyanumto B ARP-K3Lwe HeT HM OQHOWM CTaTUYEeCKOW 3anncu.

Pexum BBOAa KOMaHAbl
Pexxum rnobanbHom koHpurypaumm (Global Configuration Mode).

VpOBeHb KOMaHAbl NO YMOJTHYaHUIO
YpoBeHb 15.

Ncnonb3oBaHne KOMaHAbl
Tabnuua ARP obecneumBaeTr cootBeTcTBue |P-agpecoB n MAC-agpecoB. [aHHoe
COOTBETCTBME XPAaHUTCA B MAMATM U He 3aMpaLlmMBaeTCa NOCTOAHHO.

Ncnonb3ynTe gaHHyo KOMaHAay Ans pobasneHms ctatndeckmx ARP-3anucen.
Mpumep
B naHHOM npuMepe nokasaHo, Kak [obaBuTb cTaTuveckyto ARP-3anuce.

TGK-121# configure terminal
TGK-121 (config)# arp 192.168.100.10 00:AB:CD:EF:11:22
arp 192.168.100.10 00:AB:CD:EF:11:22

TGK-121 (confiqg) #
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3.2 arp timeout

[laHHas KOMaHZa WMCNoNb3yeTca ANS HAaCcTPOMKM BPeMeHW ycTapeBaHus (aging time)
ARP-3anucen B Tabnuue ARP. Mpu wncnonb3oBaHunM Gopmbl NO KOMaHAa BepPHET
HAaCTPOMKM MO YMONYAHMIO.

arp timeout SECS

no arp timeout

MapameTpbl

YKasbiBaeT nepuoa BpPEeMeHu, MO WUCTEeYEHUM KOTOPOro
SECS ANHAMMYecKas 3anncb ycTapeBaeT (Mpu oTCyTCTBMU CETEBOW
aKTMBHOCTK). [IOCTYNHbIM gManasoH 3HadeHun: ot 0 go 65535

CEeKyHf,.

Mo ymonuyaHuio
Mo ymonyaHuio 3agaHo 3HaveHune 30.

PeXxxvum BBOAa KOMaHAbI
Pexum koHpurypaumm nutepdencos (Interface Configuration Mode).

VpOBeHb KOMaHAbl NO YMOJTHYaHUIO
YposeHb 15.

Ncnonb3oBaHue KOMaHAbl
AN MCcnonb3oBaHMA AAaHHOM KOMaHAbl HEOOXOAMMO MEepPenTU B PEXUM KOHDUIypaLmm

nHtepderica VLAN (interface vlan).

Ncnonb3ynTe OaHHY KOMaHAy ANS HaCTPOWKUM BpeMeHu ycTapeBaHus ARP-3anuncen B
Tabnuue ARP.

NMpumep

B naHHOM npumepe nNokasaHo, Kak yBeJlM4nTb BpemM4d yCTapeBaHnNa Ao 60 CeKkyHn.
[GK-121# configure terminal

TGK-121 (config) # interface wvlan 1

TGK-121 (config-vlan—-if)# arp timeout 60

arp timeout 60

TGK-121 (config-vlian-if) #
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3.3 clear arp-cache

[aHHasa KoMaHa UCNoNb3yeTca AN yaaneHns guHaMmMyecknx 3anucen ns tabnmubl ARP.

clear arp-cache {all | vlan VID | ADDR}

MapameTpbl

all YKaxuTe, 4ToObl yoanuTb Bce guHammyeckmne ARP-3anucu.

vian YKaxute, 4T0Obl ymanuTb AMHammyeckne ARP-3anucw,
cBsi3aHHble c onpepeneHHon VLAN.

VID NpoeHtnoumkatop VLAN.

ADDR IPv4-appec anHamunyeckom ARP-3anucu.

No ymonyaHuio
HerT.

Pe)xum BBOga KOMaHAbl
Monb3oBaTeNbCKUA UM NPUBUIErMPOBaHHbIN pexum (User/Privileged EXEC Mode).

ypOBEHb KOMaHAbl MO YMOJT4HaHUIO

YposeHb 1.

NUcnonb3oBaHue KOMaHA4bl

Ncnonb3yinTe OaHHYO KOMaHOy ANS yAaneHusa guHaMUYeckmx 3anmcemn ns tabnumusl ARP.
MOXHO yaanuTb Cpa3y BCe AMHAaMUYECKMe 3amnucu, TONbKO AMHAMMYecKue 3anucw,
CBSI3aHHble C onpeaeneHHbIM IP-agpecoM UnmM aMHaMmnyeckmne 3anmcu Ans KOHKPEeTHOWM
VLAN.

Mpumep
B naHHOM npumepe NokKkasaHo, Kak yaanntb BC€ AUHaMUYeCKNe 3anncm n3 ARP-Ta6}'IVILI,bI.

TGK-121> clear arp-cache all

clear arp-cache all

TGK-121>
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3.4 ip address

[laHHas KOMaHpa WCnonb3yeTcs AN Ha3HadeHus WHTepdency IPv4-apgpeca. Mpu
MCNoNb30BaHUN GOPMbI NO KOMaHAA yAaNuT Ha3HavyeHHbIN IP-agpec.

ip address ADDR NETMASK

no ip address

MapameTpol
ADDR Yka3biBaeT IPv4-agpec.
NETMASK YKa3blBaeT MacKy rnogceTu.

No ymonuyaHuio
IPv4-appec no ymonyanuto gna VLAN 1: 10.90.90.90/8.

Pexxum BBOAa KOMaHAbI
Pexum koHpurypaunm nHtepdericos (Interface Configuration Mode).

ypOBEHb KOMaHAbl MO YMOJTYHaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbl
NS ncnonb3oBaHMA OAaHHOM KOMaHAbl HEOOXOAMMO MEPENTU B PEXUM KOHDUIypaLmm

nHtepderica VLAN (interface vlan).
Wcnonb3yiTe KomaHay no ip address nnsa ynaneHus 3agaHHoro IPv4-agpeca.
Mpumep

B maHHOM npumepe nokasaHo, Kak HacTpouTb 10.108.1.27/24 B kayecTtBe |IPv4-agpeca
onsa VLAN 100.

TGK-121# configure terminal
TGK-121 (config) # interface wvlan 100
TGK-121 (config-vlan-if)# ip address 10.108.1.27 255.255.255.0

ip address 10.108.1.27 255.255.255.0

'GK-121 (config-vlan-if) #
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3.5 ip proxy-arp

[laHHaa KoMaHAa UcCnonb3yeTcs AnA BKAOYeHUs/BbikntovyeHua onuuun Proxy ARP ons
IPv4-nnHTtepderica. MNpu ncnonbsosaHnm dopmbl no onums Proxy ARP bygeT oTkntoveHa.

ip proxy-arp

NMapameTpbl
HerT.

Mo ymon4yaHuio
Her.

Pexvum BBOAa KOMaHAbl
Pexxum koHurypaumm nutepdericos (Interface Configuration Mode).

VpOBeHb KOMaHAbl NO YMOJTHaHUIO
YpoBeHb 15.

NUcnonb3oBaHue KOMaHAbl
Ins ncnonb3oBaHUA OAaHHOW KOMaHAbl HEOOXOAMMO MepenTu B PeXmm KoHdUrypaumm

nHtepdenca VLAN (interface vlan).

Ncnonb3ynTe gaHHYO KOMaHAy 008 BKJOYeHUsA/BbikntodeHus onuum Proxy ARP aons
IPv4-nHtepdenca. dTa onuma no3BonseT KOMMyTaTopy oOTBe4daTb Ha ARP-3anpochl,
HanpaB/ieHHble APYrMM YCTPOWCTBAM, ncnonb3dysa nx MAC- n IP-agpeca.

Mpumep

B naHHOM npumepe nokasaHo, Kak BKIUUTb onunto Proxy ARP ana VLAN 3.
TGK-121# configure terminal

TGK-121 (config) # interface vlan 3

TGK-121 (config-vlan-if)# ip proxy-arp

ip proxy-arp

'GK-121 (config-vlan-if) #
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3.6 ip mtu

[laHHas KoMmaHAa WCnonb3yeTcs ANS HAaCTPOMKWM 3HadyeHus napametpa MTU. lMpu
MCNONb30BaHNN GOPMbI NO KOMAaHAA BEPHET 3HAYEHME MO YMOTHAHMIO.

ip mtu MTUVal

no ip mtu

MapameTpol

MTUVal YKaxunte 3HayeHue napametpa MTU. [JocCTynHbIM AnanasoH
3HayeHun: oT 1280 go 1500 6anrT.

Mo ymonuyaHuio
Mo ymonyaHuto 3agaHo 3HadeHne 1500.

Pe)Xxum BBOAa KOMaHAbI
Pexunm koHpurypaunm nHtepoericos (Interface Configuration Mode).

VpOBEHb KOMaHAbl MO YMOJTYHaHUIO
YposeHb 15.

Ncnonb3oBaHMe KOMaHAbi
Ina ncnonb3oBaHMS OaHHOM KOMaHAbl HEOOXOAMMO MepPEenTM B PEXUM KOHDUrypaumm

nutepderica VLAN (interface vlan).

Ncnonb3yiTe faHHY0 KOMaHAY, YTOObl M3MEeHUTb 3Ha4YeHMe napameTpa MTU.

Mpumep
B oaHHOM npumepe nNokasaHo, Kak 3a4aTb 3HadyeHWe napameTtpa MTU pasmepom 1400
6anT ana VLAN 3.

TGK-121 (config)# interface vlan 3
TGK-121 (config-vlan-if)# ip mtu 1400
ip mtu 1400

TGK-121 (config-vlan-if) #
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3.7 show arp

[laHHas KOMaHZa UCnonb3yeTca AN oTobpaxeHus AaHHbIX ARP-k3Lwa.

show arp [static | dynamic | invalid | interface vlan IFNUMBER]

MapameTpbl
d . (OnumoHanbHO)  Ykaxute [ns  OTOOpaXkeHuss  TONbKO
namic -
4 AnHammn4vecknx ARP-3anucen.
tati (OnunoHanbHO)  YkaxuTe Ons  oTOOpaXeHus  TONbKO
static -

cTaTn4yecknx ARP-3anucen.
i valid (OnunoHanbHO)  Ykaxute Ons  oTOOpaXeHuss  TONbKO
invali

HeakTuBHbIX ARP-3anucen.

. (OnumoHanbHO) YkaxuTte, ecnn HeobxogMmo 0TOOpPas3UTL
interface vlan .
ARP-3anucu, cea3aHHble c onpegeneHHou VLAN.

IFNUMBER NpoeHtndumkatop VLAN.

Mo ymonyaHuio
Her.

Pexxum BBOAa KOMaHAbI
Monb3oBaTeNnbCKN NK NpuBUnernpoBaHHbIn pexum (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMONMYaHUIO
YpoBeHb 1.

Ncnonb3oBaHne KOMaHAbl

Ncnonb3ynTe gaHHy0 KOMaHAy AN oTobpaxeHua nHdopmaunm no scem ARP-3anucsam,
TONbKO CTaTUYeCKUM, AMHAMMYECKMM UNM HeakTMBHbIM ARP-3anucam, a Takxe no
3anmcsm, CBA3aHHbIM C onpepeneHHon VLAN.
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Mpumep
B naHHOM Npumepe nokasaHo, Kak 0Tobpa3unTb AaHHble ARP-k3wa.

TGK-121# show arp

show arp
Status : IP Address : Hardware Address : IP Interface : Age (sec)
————————— o
10.90.90.101 : dO0:37:45:ad:a3:ff : VLAN1 : 30
S : 10.90.90.102 : 00:ab:cd:ef:12:34 : VLAN1 : forever
S : 10.90.90.200 : O00O:ab:cd:ef:12:39 : VLANL : forever

Total Entries : 3

TGK-1214#
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3.8 show arp timeout

[laHHas KOMaHAa Mcrnonb3yeTcs AN 0ToOpaXxeHUs BpeMeHu ycTapeBaHusa (aging time)
ARP-3anucen B Tabnuue ARP.

show arp timeout [interface vlan /IFNUMBER]

NMapameTpbl
interface vlan (OnumoHanbHO) YkaxuTe, 4ToObl O0TOOpa3nTb ARP-3anucm
IFNUMBER ToNnbKo ans onpepeneHHon VLAN.

Mo ymonyaHuio
Her.

Pe)xum BBOAa KOMaHAbl
Monb3oBaTeNbCKUA UM NPUBUIErMPOBaHHbIN pexum (User/Privileged EXEC Mode).

VpOBeHb KOMaHAbl N0 YMOJT4YaHUIO
YposeHb 1.

Ncnonb3oBaHue KOMaHAbl
Ncnonb3ynTe faHHY0 KOMaHAy ANns otobpaxeHus ARP-3anmncen. Ecnm knioyeBoe CNoBo
interface vlan He ykazaHo, 6yayT oTobpaxatbca ARP 3anuncm gns scex VLAN.

Mpumep

B naHHOM npuMepe noka3aHo, kak oTobpa3nTtb ARP-3anucm ansa VLAN 1.

TGK-121# show arp timeout interface vlan 1
show arp timeout interface vlan 1

Interface : Timeout (secs)

Total Entries : 1

TGK-121#
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3.9 show ip interface

JaHHas KOMaHAa Ucnonb3yeTcsa Ans oTobpaxeHus nHGopmaumm ob IPv4-nHTepdencax.

show ip interface [vlan IFNUMBER | description]

MapameTpol

(OnumoHanbHO) Ykaxute, 4Tobbl 0TOOPA3nUTL MHPOPMALMIO
vlan IFNUMBER .
00 onpegeneHHom IPv4-nnTtepdernce.

.. (OnumoHanbHO) YkaxuTte, 4ToObl 0TOOPA3UTL ONMCaHWe Ans
description 5
IPv4-nnTtepdenca.

Mo ymon4yaHuio
Her.

Pexxum BBOAA KOMaH4bl
Monb3oBaTeNnbCKUA NU NpueunernpoBaHHbIn pexum (User/Privileged EXEC Mode).

VpOBeHb KOMaHAbl NO YMOJTYaHUIO
YposeHb 1.

Mcnonb3oBaHne KoMaHAbl

Ncnonb3ynTe paHHylo KOMaHAy ANa otobpaxeHus mHdopmauumn ob IPv4-uHtepdence
mnn ero onucaHusa. Ecnu knioyeBoe cnoo vlan He ykasaHo, GyaeT oTobpaxaTbcs
nHbopmauma nnm onncaHme gna scex IPv4-nHrepdencos.

Mpumep
B paHHOM npumepe mMokasaHo, Kak 0Tobpasutb MHbopmMauuio no Bcem |Pv4-
nHTepdencam.

show ip interface

VLAN1:
IP address : 10.90.90.90/8 (Static)
DNS servers
State : Enabled

MTU : 1500 bytes

Total Entries : 1
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3.70 show ip proxy-arp

[laHHas KOMaHZA MCNonb3yeTca ANa oTobpaxeHus cocTosHuA onumn Proxy ARP pgna
VLAN.

show ip proxy-arp [interface vlan IFNUMBER]

NMapameTpbl
interface vlan (OnumoHanbHO) YkaxuTte, ecnn HeobxogMmo 0TOOpPas3UTL
IFNUMBER nHbopmaLmio, cBA3aHHyto c onpeaeneHHon VLAN.

Mo ymonyaHuio
Her.

Pe)xum BBOAa KOMaHAbl
Monb3oBaTeNbCKUA UM NPUBUIErMPOBaHHbIN pexum (User/Privileged EXEC Mode).

VpOBeHb KOMaHAbl N0 YMOJT4YaHUIO
YposeHb 1.

Ucnonb3oBaHue KOMaHAbl
Ncnonb3ynTe gaHHyto KOMaHAy, 4Tobbl 0TobpasmTb cocTtosiHmMe onunm Proxy ARP. Ecnu

kntoyeBoe cnoso interface vlan He ykaszaHo, 6ygeT oToOpaxaTbcs MHbOPMauMs Ons
Bcex VLAN.

Mpumep
B OaHHOM npumepe MNokas3aHo, Kak 0TobpasuTb coctosHue onumm Proxy ARP pgns
VLAN 1.
TGK-121# show ip proxy-arp interface vlan 1
show ip proxy-arp interface vlan 1
Interface : State
____________ PR

VLAN1 : Disabled
Total Entries : 1

TGK-121#
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4. KOMAHAbI ANATHOCTUKU KABEJIA

4.1 test cable-diagnostics

[laHHaa KomaHpa WCnonb3yeTcs AN 3anycka AMArHOCTMKMK, BbIMOJSHAKOWENW aHanu3
COCTOAAHMA U ONTMHbI MefHbIX Kabenen.

test cable-diagnostics interface ethernet PORTLIST|, | -]

MapameTpbl

interface ethernet

YkaxuTte Homep nopta Ethernet.
PORTLIST

(OnumoHanbHO) Heckonbko MOPTOB  MAM  OTAENEHMue
, Avana3oHa MnopToB OT npepbigyuiero. Wcnonb3oBaHue
npob6ena 4o 1 nocse 3ansaTor HegonycTUMO.

(OnunoHanbHo) Oumana3oH nopToB. Micnonb3oBaHue npobena
L0 1 nocrne gedunca HegonycTUmo.

Mo ymon4yaHuio
Her.

Pexxum BBOAAd KOMaH4bl
Monb3oBaTenbCKNA N NpueunernpoBaHHbIn pexum (User/Privileged EXEC Mode).

VpOBeHb KOMaHAbl NO YMOJTYaHUIO
YposeHb 1.

Ncnonb3oBaHMe KOMaHAbI
I,E],aHHaFI KOMaHAa VICI'IOJ'Ib3yeTCF| ana BblaBleHUA npo6neM C nogknw4yeHnem Ha MmegHbiX
nopTax.
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Mpumep
B paHHOM npumepe NokasaHo, Kak 3anyCTUTb AMAarHOCTMKY Kabens ans aHanusa craTyca
N ANWHbI Kabens, nogknyeHHoro K nopTty Ethernet 1/0/1.

TGK-1214# test cable-diagnostics interface ethernet 1/0/1
test cable-diagnostics interface ethernet 1/0/1
Port : Test
________ e
1/0/1 : Started
Total entries: 1

TGK-1214#
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4.2 show cable-diagnostics

[aHHaa KomaHpaa ncrnosibsyetcda gnda npoCcMoTpa pe3ysibTaTOB ANArHOCTUKU MeHbIX

Kabenewn.

show cable-diagnostics [interface ethernet PORTLISTI, | -1]

NMapameTpobl

interface ethernet

(OnumoHanbHO) Ykaxunte Homep nopTa Ethernet.
PORTLIST

(OnunoHanbHO) Heckonbko MOPTOB WX OTAENEHUe
AVana3oHa nopToB OT npepbigywero. Wcnonb3oBaHue
npob6ena 4o 1 nocse 3ansTon HegonycTUMO.

(OnumoHanbHO) nana3oH nopToB. Micnonb3oBaHue npobena
[0 1 nocne geduca HeponycTMMo.

Mo ymon4yaHuio
Her.

PeXxxum BBOAa KOMaHAbI
Monb3oBaTeNbCKUA UK NpUBUIErnpoBaHHbin pexum (User/Privileged EXEC Mode).

VpOBEHb KOMaHAbl NO YMOJTHYHaHUIO

YposeHb 1.

Ncnonb3oBaHue KOMaHAObl
J[laHHaA KOMaHAa UCNonb3yeTcs AN oTobpaxeHMA pe3ynbTaToB AMArHOCTUMKKM Kabens.
Ecnu napameTp He ykasaH, byaeT oToOpaxaTbcs MHbOpMaLma 4Nns Bcex MHTephencos.

C NnoMoLblo JAHHOM KOMAHAbl MOXHO BbISIBUTb C/leAyloLime HENCNPaBHOCTU KabenbHOM
napbl:

* Short — 3ambikaHMe KOHTAKTOB Mapbl;
* Open — pa3psbiB Napsbl;
* Mismatch — HekoppeKTHOe 3Ha4yeHne CONPOTUBIEHNS;

* Linedriver — BbliCOKOE 31€KTpUYECKOEe COMPOTUMBNEHME Ha [PYron CTOpPOHe
Kabens.

CrtpaHuua 373 124



TrK-121 HactpanBaemble KOMMYTaTOPbl 2 YPOBHS
KoMaHpbl AMarHocTuKm Kabens
PykoBopacTBO Mo ncnonb3oBaHUo MHTepderica komaHaHom ctpoku (CLI)

Mpumep
B maHHOM NpuMepe NoKa3aHo, Kak 0TObpa3nTb pe3ynbTaTbl AMArHOCTUKM Kabensa nopTos
Ethernet ot 1/0/1 po 1/0/5.

TGK-121# show cable-diagnostics interface ethernet 1/0/1-1/0/5

show cable-diagnostics interface ethernet 1/0/1-1/0/5

Interface : Status : Type : Last Test Result : Cable Length (M)
———————————— e e e e e L

Eth1/0/1 : connected : FE : OK : 0.00

Ethl1/0/2 : not-connected : - 3 = 3 =

Ethl1/0/3 : not-connected : - 3 = 3 =

Ethl1/0/4 : not-connected : - 3 = 3 =

Ethl1/0/5 : not-connected : - 3 = 3 =

Total Entries : 5

TGK-121#
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5. KOMAHAbI MPEAOTBPALLEHUA DOS-ATAK

5.1 dos-prevention

[laHHaa KoMaHZa WCMNONb3yeTcA AN  BK/OYEHUA U HACTPOWMKM  MexaHu3Ma
npenoTBpalleHma DoS-aTak (DoS Prevention). Mpu ncnonb3oBaHum GopmMbl NO KOMaHZa
OTKJIIOYUT MEXAHWU3M A1 YKAa3aHHOIro TUMa aTak.

dos-prevention DOS-ATTACK-TYPE
no dos-prevention DOS-ATTACK-TYPE

MapameTpol

Ykaxute 3HayeHue all, 4ToObI BKNHOUYUTBL 3aWMTy AN BCex
DOS-ATTACK-TYPE .
TUMOB aTakK, UM yKaXuTe onpegeneHHbii Tun DoS-aTak.

Mo ymon4yaHuio
Mo YMONYaHUIO MEXaHU3M OTKJTIOYEH OJ14 BCeX Nnogaep>XNBaeMblX TUMOB DoS-aTak.

Pexxum BBOAAd KOMaH4bl
Pexxum rnobanbHon koHpurypaumm (Global Configuration Mode).

Pexxum koHpurypaumm nutepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMONMYaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbl

ﬂ,aHHaFI KOMaHAda NcnosibdyeTcqd ana BKKO4YeHUA n HaCTpOVIKM MeXaHU3Ma
npepoTepalleHna DoS-atak (DoS Prevention). MoXHo HacTpouTb paboTy MexaHM3Mma
Ona onpeneneHHoro Tmna DoS-atak nnu Ona scex nogaep>XXnBaembixX TUMOB.

YTOObI BKIOYMUTL MM BbIKNIIOUYNTD MEXAHU3M ONA OTAENbHOro rnopTa UM HECKONbKUX
NopToB, HEOOXOAMMO MEPENTU B PEXMM KOHOUrypaumm nopTta UAM Anana3oHa NopTos
kommyTaTopa (interface).

MexaHn3mbl NpepoTBpalleHma DoS-atak (conocTaBneHne U NpUHATME Mep) ABNAIOTCS
byHKUMAMM annapaTHoro obecneyeHus.

KomaHpa no dos-prevention ¢ kntoyeBbim cnoBom all ncnonbsyerca gna otknoyeHUs
MexaHn3ma npepoTepalleHus DoS-atak gns Bcex noanepXXMBaemblix TUMOB.
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MoryT 6bITb 0GHapyXeHbI cnefyowme pacnpocTpaHeHHble Tunbl DoS-aTtak:

land: aTaka gaHHoOro TMna nogpasymeBaeT OTMNPaBKYy YCTPOMCTBY IP-nakeToB ¢
aflpeCcOM WCTOYHWKA, PABHbIM afpecy Ha3HayeHus. ITO MOXET MOCNYXUTb
NPUYMHON TOro, YTO YCTPOMCTBO OyaeT HeNpepbIBHO OTBEYATb CaMoMmy cebe.

blat: ataka paHHoro TMna nogpasymeBaeT OTNPaBKYy YCTPOWMCTBY MAKETOB C
nopTomM nctoyHnka TCP/UDP, paBHbIM MOPTY Ha3Ha4YeHUS. DTO MOXET MOC/YXUTb
NPUYNHOM TOrO, YTO YCTPOMCTBO ByaeT oTBeYaTb caMomy cebe.

tcp-null-scan: ckaHvpoBaHWe nopTa C wucnofnb3oBaHMem TCP-nakeTtoB, He
cogepxalmx ¢pnaru, C NopaaKOBbIM HOMEPOM, PAaBHbIM HYJIHO.

tcp-xmas-scan: CKaHMpOBaHME TMopTa C wucnonb3oBaHvem TCP-nakeTos,
copgepxawmx énarn Urgent (URG), Push (PSH) n FIN, ¢ nopsiakoBbiM HOMEPOM,
PaBHbIM HyJItO.

tcp-syn-fin: ckaHMpoBaHMe NopTa ¢ ncnonb3oBaHMem TCP-nakeToB, cogepXaLLmx
¢narn SYN m FIN.

tcp-syn-rst: ckaHMpoBaHMe nopTa ¢ ncnonb3oBaHMem TCP-nakeToB, cofepXKaLymx
¢dnarn SYN n RST.

tcp-syn-srcport-less-1024:  ckaHMpoBaHMe nMnopTa C  MCMNOJIb30BaHMEM
TCP-nakeToB, copgepxawmx ¢nar SYN, He copgepxawmx dnar ACK, ¢ Homepom
nopTa uctoyHmka ot 0 go 1023.

tcp-tiny-frag: npu atake gaHHoro TMna ncnonb3ytotcs TCP-nakeTbl He6onblOro
pa3Mepa Co CMeLLeHNEM AaHHbIX, PaBHbIM 8 6aNT.

icmp-frag-pkts: npu atake gaHHOro TMna UCNoONb3ylTCA GParMeHTUPOBAHHbIE
ICMP-nakeTbl.

ping-death: npu artake pgaHHOro TMNa OTNPaBNATCA HEKOPPEKTHblE WK
BPEeAOHOCHbIe ping-3anpocbl. O6bIYHO pasmep ping-3anpoca cocTaBnseT 64
6anTa; MHOrMe yCTPOMCTBA HEe MOMYT Pacno3HaTb ping-3anpoc, ecnm oH bonbLue,
4YeM MaKCMManbHbIM pa3mep IP-nakeTta (65535 6ant). OTnpaBka ping-nakeTa
pasmepom 65536 6anT HegonycTMMa COMNAcCHO CETEBOMY MPOTOKOJY, HO MaKeT
TAKOro pasmepa MOXHO OTNPaBUTb, eCIM OH byaeT GparMeHTUPOBaAH.

daeqgsa: npu atake gaHHOro TMNa UCMNOJb3yTCA NakeTbl, B KOTOpbix MAC-agpec
Ha3Ha4veHusa conagaet ¢ MAC-agpecom NCTOYHMKA.

all: Bce BbiLenepeyncieHHble TUMDI.
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Mpumep

B naHHOM npuMepe nokasaHo, Kak BK/IHOUYUTb MexaHU3M npepoTepaweHus DoS-atak gnq
aTaku Tmna land.
TGK-121# configure terminal
TGK-121 (config) # dos-prevention land
dos-prevention land
TGK-121 (config) #
B paHHOM npmmepe nokasaHo, Kak OTKIHYUTb MeXaHM3M npenoTBpalleHnd DoS-aTak
ANA aTak BCcex NoALEPXKMBAEMbIX TUMOB.
TGK-121 (config) #
TGK-121 (config) # no dos-prevention all
no dos-prevention all
TGK-121 (config) #
B naHHOM npumepe nokasaHo, Kak BK/IIOYNTb MeXaH3M NpeaoTBpalleHns DoS-aTak aon4a
nopta Ethernet 1/0/5.
TGK-121 (config)# interface ethernet 1/0/5
TGK-121 (config-if) # dos-prevention
dos-prevention

TGK-121 (config-if) #
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5.2 show dos-prevention

[laHHaaA KoOMaHAa ucnonb3yeTcs AN MNoflyyeHuss MHOOPMAUMKM O CTaTyce MexaHW3Ma
npegoTepalleHms DoS-aTak.

show dos-prevention [type DOS-ATTACK-TYPE | interface ethernet
PORTLIST [, | -11

NMapameTpbl

Ykaxute 3HadeHue all, yTobbl 0TOOPa3nTL MHPOPMaLMIO O
type DOS-ATTACK-TYPE .
BCEX TMUMaX aTak, UK yKaxuTe onpeaeneHHbin tun DoS-aTak.

interface ethernet

YkaxuTe Homep nopta Ethernet.
PORTLIST

(OnumoHanbHO) Heckonbko MNOPTOB UM OTAENEHue
, AMana3oHa nopToB OT npepgbigyuwero. Wcnonb3oBaHue
npobena oo 1 nocne 3ansSTon HegonyCcTMMO.

(OnumoHanbHO) Anana3oH nopToB. Micnonb3oBaHue npobena
[0 1 nocne geduca HeponycTMmo.

Mo ymon4yaHuio
HerT.

Pexum BBOOa KOMaHAbl
Monb3oBaTeNbCKUA UM NPUBUIErMPOBaHHbIN pexum (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbI MO YMONMYaHUIO
YpoBeHb 1.

Ncnonb3oBaHMe KOMaHAbl

[laHHaaA KoOMaHga UCnonb3yeTcs AN MNofiydyeHus MHOOPMAUMK O CTaTyce MeXaHW3Ma
npenoTBpalleHns DoS-aTak.
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Mpumep
B maHHOM mpumepe MokasaHo, Kak 0Tobpa3nTb MHOPMALMIO O CTAaTyCce MexaHW3Ma

npenoTBpalleHns DoS-atak ana atak Tuna land.

TGK-121# show dos-prevention type land
show dos-prevention type land

DoS Type : State

______________ +__________
Land Attack : Enabled

Total entries: 1

TGK-121#

B JaHHOM npumepe nokKasaHo, Kak 0T06pa3MTb MH¢opmaumw O CTaTyce MeXaHU3Ma

npenoTBpalleHns DoS-atak gna nopta Ethernet 1/0/5.

TGK-121# show dos-prevention interface ethernet 1/0/5
show dos-prevention interface ethernet 1/0/5
Interface : Attack Prevention State
____________ o
Eth1/0/5 : Enabled
Total entries: 1

TGK-121#
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6. KOMAHObl SEPKAJIUPOBAHNA NMOPTOB

6.1 monitor session destination interface

[laHHas KoOMaHAa MWCnosb3yeTcss AN HACTPOMKM UHTepderca HasHadeHua Ans
MOHUTOPUHIOBOW CECCMN, MO3BOISAA OTCEXMBATb NAKETbI HA MOPTAaX-UCTOYHUKAX Yepe3
NOpT Ha3HayeHus. [puM MCNonb3oBaHUM GOPMbl NO KOMAHAA YAANUT WHTepdenc
Ha3Ha4YeHMs A4Nsa AAHHOW ceccun.

monitor session SESSION-NUMBER destination interface ethernet IFNUMBER

no monitor session SESSION-NUMBER destination interface ethernet
IFNUMBER

MapameTpbl

YKa3biBaeT HOMEP MOHUTOPMHIOBOM cCeccun. [mnanasoH
SESSION-NUMBER .
[0NyCTUMbIX 3Ha4YeHun: oT 1 go 4.

YKa3blBaeT WHTepdPenc HasHavyeHus A9 MOHUTOPUHIOBOW
ethernet IFNUMBER
ceccun.

Mo ymonyaHuio
HerT.

Pexxum BBOAAd KOMaH4bl
Pexxnm rnobanbHom koHdurypaumm (Global Configuration Mode).

VpOBeHb KOMaHAbl MO YMOJT4HaHUIO
YposeHb 15.

Ncnonb3oBaHMe KOMaHAbI
I,[],aHHaFI KOMaHda MCI‘IOJ‘Ib3yeTCﬂ and HaCTpOVIKM MHTep¢el7|ca Ha3HayvyeHUa Agngd
MOHVITOpVIHI'OBOVI ceccunmn.

B kayecTBe MHTepPeMCcoB HaA3HAYeHUS [N MOHUTOPUHIOBLIX CECCMA  [AOMYCTUMO
3ajaBaTb TONbKO @Qu3nMyeckme nopTbl. MOXHO yKa3aTb HECKONbKO MWHTepdencos-
MCTOYHWUKOB, HO TONbKO OAWH WHTepdenc HasHayeHus. MIHTeppenc-mcTouyHMK OaHOM
CeCCUN He MOXET OLHOBPEMEHHO bbiTb MHTEPdENCcoM Ha3HayYeHUs apyron ceccmn. OgnH
NHTepdenc MoxeT ObiTb yKa3aH B KayecTBe MHTepdenca HazHaYeHUs ANs HEeCKONbKUX
Ceccui, Ho B KayecTBe MHTepPenca-ncToYHnKa — TONIbKO 419 O4HOMN Ceccum.

MNpu HacTporike RSPAN-ceccum Takxe UCNonb3yeTcs KOMaHAa monitor session remote
type onqa ykasaHua tmuna ceccum n VLAN-ceTw.
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Mpumep
B paHHOM npumepe MNokasaHO co3faHWe ceccun ¢ Homepom 2. dusmyeckun nopt
Ethernet 1/0/5 ykasaH B KayecTBe MOPTa Ha3HayeHusa, a TpU PU3NYECKMX MOPTa

(Ethernet 1/0/6-1/0/8) — B KayecTBe NOPTOB-UCTOYHMKOB.

TGK-121# configure terminal

TGK-121 (config)# monitor session 2 destination interface ethernet 1/0/5
monitor session 2 destination interface ethernet 1/0/5
TGK-121 (config) # monitor session 2 source interface ethernet 1/0/6-8

monitor session 2 source interface ethernet 1/0/6-8

TGK-121 (config) #
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6.2 monitor session source interface

[aHHaa KomaHaa MCnosibdyeTcd anqd HaCTpOVIKM NnopTa-nUCTOYHUKA ONA MOHVITOpMHFOBOl‘/'I

ceccun. |_|pl/l MCMoJib30BaHUN d)OprI NO KOMaHAa yaannt NopT-ncTtovyHnUK gnda AaHHOM

ceccnn.

monitor session SESSION-NUMBER source interface ethernet PORTLIST [, | -]

[both | rx | tx]

no monitor session SESSION-NUMBER source interface ethernet PORTLISTI, | -]

MapameTpbl

SESSION-NUMBER

YKa3biBaeT HOMEP MOHUTOPMHIOBOM CECCUMN.
AOMYCTUMbIX 3Ha4YeHun: oT 1 go 4.

Jwnana3oH

YKa3biBaeT MHTEPDENC-UCTOYHUK AN  MOHUTOPUHIOBOW

ethernet PORTLIST
ceccuu.
(OnunoHanbHO) Heckonbko WHTepdeNcoB UM oTAeNneHue
, AnanasoHa MHTepdencos oT npeabiayliero. Micnonb3oBaHue
npobena oo 1 nocse 3ansSTon HegonyCcTMMO.
(OnunoHanbHo) [Ouwana3oH uHTepdencos. Mcnonb3oBaHue
npobena oo u nocne geduca HegoONyCcTUMO.
both (OnunoHanbHO) YKaxuTe, 4TOObl OTCNEXWBaTb MaKeThl,
o
npuxoasuine Ha NopT 1 nepenaBaemMble MOPTOM.
(OnunoHanbHO) YKaxXuTe, 4TODObl OTCNEXMBaTb MaKeThl,
rx
npuxoasiine Ha nopr.
¢ (OnunoHanbHO) YKaxXuTe, 4TODObl OTCNEXMBaTb MaKeThl,
X

nepenaBaemMble MOPTOM.

No ymonuaHuio
HerT.

Pe)xum BBOga KOMaHAbI
Pexxum rnobanbHom koHpurypauum (Global Configuration Mode).

YpoBeHb KOMaHAbI MO YMOTYaHUIO

YposeHb 15.
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MUcnonb3oBaHue KOMaHAbI
[laHHaa KOMaHAa MWCnonb3yeTcs [f[NAs HacTPOMKM UHTepdenca UCTOYHMKA Ans
MOHWUTOPUHIOBOWN CECCUU.

B kauectBe WHTepdeNCOB-UCTOYHMKOB AN MOHUTOPUHIOBbIX CECCUM  AO0MYyCTUMO
3afaBaTb TONbKO @Qu3myeckme nopTbl. MOXHO yKa3aTb HECKOSbKO MWHTeppencoB-
MCTOYHMKOB, HO TOJIbKO OAMH MHTepdenc HasHayeHus. MIHTepdenc-mcToYHUK OOHOM
CeCCUN HE MOXET OLHOBPEMEHHO ObiTb MHTEP(ENCOM Ha3HayYeHUs gpyron ceccmn. OguH
NHTepdenc MoxeT ObiTb yKa3aH B KayecTBe MHTepdelnca HazHaYeHUs ANs HEeCKONbKMUX
Ceccun, Ho B KayecTBe MHTePPenca-ncToYHnKa — TOSIbKO AJ19 O4HON Ceccum.

Ecnn HanpaBneHue Tpadumka He 3a[/aHO, OTC/IEXMBAETCA M UCXOASWMA U BXOASLLUN
Tpaduk (aHanornyHo 3HavyeHuo both).

Mpu HacTporike RSPAN-ceccum Takxe UCNonb3yeTcsa KOMaHAa monitor session remote
type onqa ykasaHua tuna ceccum n VLAN-ceTw.

Mpumep

B paHHOM npumepe MOKa3aHO Co3f4aHMe ceccunm C Homepom 2. dusmyeckuit nopT
Ethernet 1/0/5 ykasaH B KayecTBe MopTa Ha3HayeHUsa, a Tpu GU3MYECKMX MOopTa
(Ethernet 1/0/6-1/0/8) — B KayecTBe NOPTOB-UCTOYHMKOB.

TGK-121# configure terminal

TGK-121 (config) # monitor session 2 destination interface ethernet 1/0/5
monitor session 2 destination interface ethernet 1/0/5

TGK-121 (config)# monitor session 2 source interface ethernet 1/0/6-8
monitor session 2 source interface ethernet 1/0/6-8

TGK-121 (config) #
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6.3 monitor session access list

JaHHas KOMaHZa WCMoNb3yeTca AN HacTPoOWKM  GunbTpauumn Tpaduka Ans
MOHWTOPUHIOBOM CECCUMM HA OCHOBaHMM CNKUCKa gocTyna. Mpu ncnonb3oBaHun Gopmbl
NO KOMaHAa yAaUT CMUCOK JOCTYNa U3 MOHUTOPUHIOBOM CECCUM.

monitor session SESSION-NUMBER access list NAME
no monitor session SESSION-NUMBER access list NAME

MapameTpbl

YKasblBaeT HOMEp MOHUTOPUMHIOBOM ceccun. [OuanasoH

SESSION-NUMBER .
OONYCTUMbIX 3HaYyeHuK: oT 1 no 4.

YKaxute HasBaHue cywecteywoulero  Ccrnmcka gocCtyria.

NAME
CMMBOJbI AaHHOTO MapaMeTpa YyBCTBUTENbHbI K PErmucTpy.

No ymonuaHuio
HerT.

PeXxum BBOAa KOMaHAbI
Pexxum rnobanbHom koHpurypaunm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOYaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbl
[laHHaa KoMaHAa Mcnofb3yeTca AN HacTponkn GunbTpauum Tpaduka Ha OCHOBAHUM
Cnucka gocTyna.

bonbwmHCTBO Mogenemn nogaepXmBakoT TONIbKO 3epKanpoBaHMe BXoOALErO Tpa(l)l/IKa.

| Mogaenu c 48 noptamm 10/100/1000Base-T nogaep>xumeatoTt
NHdopmaLmsa

3epKananpoBaHme Bxogauiero n ncxogdaulero Tpad)vn(a.

YKa3biBaeMbl CMNCOK [OoCTyna AoJIXKeH CyweCcTBOBaTb B CUCTEME.

Mpumep
B maHHOM npumepe NokasaHo, Kak A06aBUTb GMAbBTPALMIO Ha OCHOBAHWW CNKMCKa
A0CTYyNa B MOHUTOPUHIOBYIO CECCUIO C HOMEPOM 2 CMUCOK A0CTYrMa C Ha3BaHnem 12,

TGK-121# configure terminal
TGK-121 (config) # monitor session 2 access-list 12
monitor session 2 access-list 12

TGK-121 (config) #
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6.4 monitor session remote
[aHHaa KOMaHAa Mcnonb3yeTcs AN HacTponkn mpeHtudukatopa VLAN m tvna pns
RSPAN-ceccuu. Mpu ncnonb3oeaHnm dopmbl no komaHaa yganut VLAN.

monitor session SESSION-NUMBER remote type [source | destination |
intermediate] vlan VLANID

no monitor session SESSION-NUMBER remote vian

MapameTpbl

YKa3blBae€T HOMEp MOHUTOPWUHIoBon ceccun. [unanasoH
SESSION-NUMBER .
OONYCTUMbIX 3Ha4YeHuU: oT 1 go 4.

type YKaxuTte, 4To6bl 33gaTb TN RSPAN-ceccun.

YKaxuTe, YTOObI HaCTpPpOUTb KOMMYTATOP WCTOYHWUKa ON1A

source RSPAN-ceccnn (B 3epkanupyemble nakeTbl gobaBnseTcsa Ter
VLAN).
YKaxute, 4yToObl HAaCTPOUTb KOMMYTATOP Ha3HayeHus Ons
destination RSPAN-ceccun (U3 3epkanupyembix NMakeToB ybupaeTtca Ter
VLAN).

YKaxute, 4TOObl HACTPOWUTb MPOMEXYTOYHbIA KOMMYTaTOP
intermediate ans RSPAN-ceccum (3epkanvpyemble nakeTbl NepenaroTcs C
3adaHHbIM Terom VLAN).

vlan YKaxuTte, 4ToObl 3a4aTb UK yoanuTb naeHtnpmkatop VLAN.

Ykaxute nageHtudukatop VLAN. JonycTUMbIM AnanasoH: oT

VLANID
2 0o 4094.

No ymonuyaHuio
Her.

PeXxxvum BBOAa KOMaHAbI
Pexunm rnobanbHom koHpurypaumm (Global Configuration Mode).

VpOBEHb KOMaHAbl MO YMOJTYHaHUIO
YpoBeHb 15.

Mcnonb3oBaHMe KOMaHAbI
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[aHHas KoMaHAa wucnonb3yetcs Ans  Hactporkn RSPAN-ceccumn. Ecnm VLAN,
NOeHTUPMKATOP KOTOPOM yKaszaH, He CYLEeCTBYEeT B CMCTeMe KOMMyTaTopa, oHa bypeTt
co3paHa aBTomaTtuyeckn. VLAN, mcnonb3yemyio B RSPAN-ceccuun, Henb3a yaanutb C
NomoLLblo KoMaHAbl no vlan. Kpome Toro, Takas VLAN He fonxHa cogepXatb NopThl.

Mpumep

B oaHHOM npumepe MOKa3aHO, KaK HacTpPOWUTb KOMMyTaTop McToYvHuKa ana RSPAN-
ceccum ¢ nopTtomM-muctoyHmkom Ethernet 1/0/2, nopTtom HasHayeHus 1/0/6 n RSPAN
VLAN 206.

TGK-121# configure terminal

TGK-121 (config) # monitor session 3 source interface ethernet 1/0/2
monitor session 3 source interface ethernet 1/0/2

TGK-121 (config)# monitor session 1 destination interface ethernet 1/0/6
monitor session 1 destination interface ethernet 1/0/6

TGK-121 (config)# monitor session 1 remote type source vlan 206

monitor session 1 remote type source vlan 206

TGK-121 (config) #
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6.5 monitor session remote tpid

[laHHas KOMaHAa WCMonb3yeTcs [Afa  HaCcTPOWKM  MAeHTUPUMKATOpa MpoToKona
TermpoBaHus ans RSPAN-ceccuun. MNpu mncnonb3oBaHuM ¢opMbl NO KOMAHAA ygoanut
3HayeHne ngeHTndmnKaTopa 419 MOHUTOPUHIOBOWN CECCUMN.

monitor session SESS/ION-NUMBER remote tpid TPID _HEX
no monitor session SESSION-NUMBER remote tpid

MapameTpbl

YKasblBaeT HOMEpP MOHUTOPUMHIOBOM ceccun. [OuanasoH

SESSION-NUMBER .
OONYCTUMbIX 3HaYeHuU: oT 1 fo 4.

YKkaxute naeHTudukaTop NPOTOKONA  TErMpOBaHMSA.
Heobxogumo ykasaTb 2 6Gamta B 16-puyHOM dopmaTe
(Hanpumep, 0x88A8). onycTuMbii AnanasoH: oT 0x0001 go
OxFFFF.

TPID_HEX

No ymonyaHuio
Mo ymonyaHuto ans RSPAN-ceccmm 3agaHo 3HaveHne 8100 (naeHTUdUKATOp NpoToKoNa
802.1Q).

Pexxum BBOAa KOMaHAbI
Pexunm rnobanbHom koHpurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbI MO YMONMYaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbl
[laHHaa KOMaHAa WCnonb3yeTcs ANS  HACcTPOMKM  mAeHTUPUKATopa NpOoTOKOoNa
TermpoBaHua ansa RSPAN-ceccuun.

Mpumep
B naHHOM NpuMmepe NokasaHo, KakK yKa3aTb naeHTudumkatTop npotokona QinQ (88A8) gns
yAaneHHOM MOHUTOPUHIOBOMW CECCUM C HOMEPOM 2.

TGK-121# configure terminal
TGK-121 (config) # monitor session 2 remote tpid 0x88AS8
monitor session 2 remote tpid Ox88AS8

TGK-121 (config) #
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6.6 no monitor session

[aHHaa KomaHaa MCNonb3yeTca And yganeHmna Hactpoek MOHMTOpMHFOBOVI ceccun.

no monitor session SESSION-NUMBER

MapameTpbl

YKa3biBaeT HOMEP MOHUTOPMHIOBOM CECCUU, HACTPOMKMU
SESSION-NUMBER KOTOpoM Heobxoammo yaanuTb. [mMana3oH [OMNyCTUMbIX
3Ha4yeHun: ot 1 po 4.

Mo ymonyaHuio
Her.

Pe)xum BBOAa KOMaHAbl
Pexxum rnobanbHom koHpurypaunm (Global Configuration Mode).

VpOBeHb KOMaHAbl N0 YMOJT4YaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI
Mp¥ NCNONb30BaHMM KOMaHAbl yOANAKTCA BCE HACTPONKM AN STON CeCccum.

Mpumep

B maHHOM npumepe MNOKas3aHoO, KaK YyAanuUTb HACTPOMKNM MOHWUTOPMHIOBOW CeCccum
HoOMmep 2.

[GK-121# configure terminal

TGK-121 (config)# no monitor session 2

no monitor session 2

TGK-121 (config) #
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6.7 show monitor session

[aHHaa kKomaHpga ncnosibdyeTtca and OTO6pa)KeHVIFI OAHOW WNN BCEX HaCTPOEHHbIX
MOHUTOPUHIOBbIX ceccun.

show monitor session [SESSION-NUMBER]

NMapameTpobl

(OnumoHanbHO) YkasbiBaeT HOMEP MOHUTOPUHIOBOM CECCUM,

SESSION-NUMBER .
[aHHble 0 KOTOpPOM HeobxoanMo 0TobpasnTb.

Mo ymon4yaHuio
Her.

PeXxxvum BBOAa KOMaHAbI
Monb3oBaTeNbCKMU UK NPpUBMUIErnpoBaHHbIn pexum (User/Privileged EXEC Mode).

VpOBeHb KOMaHAbl NO YMOJTYHaHUIO
YposeHb 1.

Ucnonb3oBaHue KOMaHAbl
B cucteme moxeT BbITb HaCTpoeHO He bonee 4 MOHUTOPUHIOBbIX CECCUN.

Ecnn ona ,D,aHHOl)'I KOMaHbl HE YKa3blBae€TCA HOMEP CceCCni, 0T06pa>|<aeTc;| VIHd)OpMaLI,VIFI
no BCeEM HaCTPOEHHbIM MOHUTOPUHIOBbLIM CECCUAM.
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Mpumep

B naHHOM Npumepe NokasaHo, Kak 0TOOPa3nTb MOHUTOPMHIOBYHO CECCUIO C HOMEPOM 2.

TGK-121 (config)# show monitor session 2

show monitor session 2

Session 2
Session Type: local session
Destination Port: Ethernetl/0/5
Source Ports:
Both:
Ethernetl/0/6
Ethernetl/0/7

Ethernetl/0/8

Total Entries: 1

TGK-121+#
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7. KOMAH[bI MOPTOB KOMMYTATOPA
7.1 duplex

[laHHaA KOMaHAa WCMoNb3yeTcsa A7 HAaCTPOMKU pexuma aynnekca ons ¢puanmyeckoro
nopTa. Mpu ncnonb3oBaHMM GOPMbl NO KOMaHAa BEPHET HACTPOMKM MO YMOYAHMIO.

duplex {full | half}

no duplex
NMapameTpbl
full YKaxuTte ans paboTbl NOpTa B peXxume MOMHOro Aynfekca
u
(Full-Duplex Mode).
half YkaxuTte gns paboTbl nopTa B pexume nonyaynnekca (Half-
a

Duplex Mode).

No ymonuyaHutio
Mo YMOJIHaHUIO [O51a  BCeEX MHTepd)eVICOB HaCTPOEHO aBTOCOIIaCOBaHUE pPEeEXMMa
aynnekca.

PeXxxvum BBOAa KOMaHAbI
Pexxum koHdurypauum nutepdencos (Interface Configuration Mode).

VpOBEHb KOMaHAbl MO YMOJTYHaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbl
[N ncnonb3oBaHMA OAHHOM KOMaHAbl HEOOXOAMMO NEPENTU B PEXUM KOHPUTrypaLmnm
nopTa unun gruanasoHa noptos (interface).

OnTuyeckmne NopTbl HEMb3S HACTPOUTL B pexumme nonyaynnekca (Half-Duplex Mode).

Mpumep
B maHHOM npumepe MNokasaHo, Kak HacTpouTb nopT Ethernet 1/0/1 gna paboTbl B
peXume rnosiHOro gyrnnekca.

TGK-121# configure terminal

TGK-121 (config)# interface ethernet 1/0/1
[GK-121 (config-if) # duplex full

duplex full

TGK-121 (config-if) #
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7.2 flowcontrol

[laHHaaA KOMaHAa MCnonb3yeTcs ANS BKOYEHUS/BbIKNOYEHMA QYHKLUWU yrpaBieHus
notokom (Flow Control) gna ¢wusmyeckoro nopta. Mpu mcnonb3oBaHuuM ¢opmbl NO
KOMaHAa BEPHET HAaCTPOMKMN MO YMOJTYAHUIO.

flowcontrol

no flowcontrol

MapameTpbl

HerT.

Mo ymonyaHuio
Mo ymon4aHuto AaHHas GyHKLMS OTKIIOYEHa.

PeXxum BBOAa KOMaHAbI
Pexunm koHPurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO0 YMOMYaHUIO
YposeHb 15.

MUcnonb3oBaHue KOMaHAbI
Ana ncnonb3oBaHUS AAHHOW KOMaHZbl HEOOXOAMMO MEPenTU B pexmMm KoHdUrypauum
nopTa unu gnanasoHa nopTos (interface).

C nomoLbio AaHHON KOMaHAbl MOXHO BKNHOUYNTb GYHKLINIO YPaBAeHNs MOTOKOM TOSIbKO
B NporpaMMHomMm obecneyeHun kKommyTaTopa. PakTuyeckaa ornepauums, BbiMOSHAEMas
CpencTBaMM annapaTHOro obecneyvyeHms, MoOXeT OT/INYATbCA OT HAaCTPOeK KOMMYyTaTopa,
TaK Kak BO3MOXHOCTb YNpPaBfeHUs NOTOKOM HacTPanmBaeTCs Kak Ha TeKyliem, Tak M Ha
yhaneHHoM rnopte/ycTponcrae.

Mpu ycTaHoBKe GUKCUMPOBAHHOM CKOPOCTM OyaeT NpUMeHeHa 3ajaHHas HACTPOMKa
ynpaBfieHMs NoTokoM. MNpu aBTOCOrNacoBaHMM CKOPOCTM ByaeT NpMMeHeHa HAaCcTPOoMKa,
OCHOBAHHAsA Ha COMMACOBaHNN HAaCTPOEK TEKYLLEro U yaasIeHHOro YyCTPOMCTBA.
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Mpumep
B maHHOM NpuMepe NoKa3aHo, Kak BKAYUTb QYHKLMIO YNPaBeHNs NOTOKOM ANS NOpTa
Ethernet 1/0/1.

TGK-121# configure terminal

TGK-121 (config)# interface ethernet 1/0/1
TGK-121 (config-if)# flowcontrol
flowcontrol

TGK-121 (config-if) #
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7.3 mdix

[aHHas KOMaHAa wcnonb3yeTcs A[NS HAcTpoukm coctosHua MDIX-nopTta. [Mpwm
MCNoNb30BaHUN GOPMbI NO KOMAHAA BEPHET HAaCTPOMKM MO YMOTYaAHMIO.

mdix {auto | normal | cross}

no mdix
MapameTpbl
auto YKaxuTe, 4ToObl BKNOUYMTb pexum Auto-MDIX.
normal YKaxuTe, 4ToObl BKNOUMTb pexum Normal.
cross YKaxuTte, 4ToObl BKITOYUTb pexnm Cross.

Mo ymonyaHuio
o ymonyaHuio HacTpoeH pexum Auto-MDIX.

Pexum BBOAa KOMaHAbl
Pexxum koHurypaumm nutepdericos (Interface Configuration Mode).

VpOBeHb KOMaHAbl NO YMOJTHaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbl
[Ana ncnonb3oBaHMS AaHHOM KOMaHAbl HEOOXOAMMO NEPenTn B PEXUM KOHPUrypauum
nopTa Unun gruanasoHa noptos (interface).

[aHHaa KoMaHAaa HernpmmeHnma K onTu4eCKMm nopTam.

Ecnm kommyTaTopa ocHalweH KoMGo-MNopTammn, HacTporika byaeT paboTaTb TOIbKO B TOM
cnydvae, ecnm nogkntoyeH Ethernet-kabens.

Mpumep
B pHdaHHOM npumepe nMokKasaHO KakK HacTpouTb pexum Auto-MDIX pna nopta
Ethernet 1/0/5.

interface ethernet 1/0/5
mdix auto

mdix auto
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7.4 speed

JaHHas KOMaHZa MCNoJsib3yeTcss AN HACTPOMKM CKOPOCTU MHTepderica dusnyeckoro
nopTa. Mpu ncnonb3oBaHMM GOPMbI NO KOMaHAA BEPHET HACTPONKM MO YMOJSTHAHMIO.

speed {10 100 | 1000 | auto [10h | 10f | 100h | 100f | 1000f] {preferred [ master
| slavel}

no speed

MapameTpbl

10 YKaxute, 4ToObl yCTaHOBMUTb ckopocTb 10 MowuTt/c.
HenpumeHnmo gns onTM4eckux nopTos.

100 YKaxute, 4ToObl YCTaHOBUTbL ckopocTb 100 MowuTt/c.
HenpumeHnMo gns onTUYeCKUX NOpTOB.

1000 YKaxuTe, 4yToObl yCTaHOBUTL ckopocTb 1000 MouT/c.
YKaxute, 4Tobbl CKOPOCTb M YyMNpaBfeHME MOTOKOM [ANs

auto MefHbIX MOPTOB C 0bopyaoBaHMEM Ha MNPOTMBOMONOXHOM
CTOPOHeE ObININ 334aHbl C MOMOLLbIO ABTOCOMNACOBAHUSA.

10h
(OnunoHanbHO) YKaxXmute CNUCOK CKOPOCTEN, MPUMEHSEMbIX

10f ana asTocornacosaus (10h, 10f, 100h, 100f, 1000f). Ecnu

100h HeOOXOQMMO YKa3aTb HECKONbKO 3HAa4YeHuUn, BBeauTe WX

100f yepes npoben. Ecnn cnucok ckopocTer He ykasaH, oyayT
AHOHCMPOBAHbI BCE BapUaHTbl CKOPOCTW.

1000f

YKaxute cTtaTyc nopta: Master (oCHOBHOe yCTPOMCTBO) MU
Slave (pononHuTenbHoe YCTPOWCTBO). [aHHbIM MNapameTp
preffered master | slave

NPUMEHMM TOMbKO MPW aABTOCOINACOBaHMM Ha CKOPOCTU

1000 M6uTt/c.

Mo ymonuyaHuio
ﬂ,ﬂﬂ MeOHbIX MOPTOB NO YMOJ/T4aHNIO CKOPOCTb onpenendeTcd aBToOMaTu4eCcKu.

Pexxum BBOAa KOMaHAbI
Pexxum koHpurypaumm nutepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMONMYaHUIO
YpoBeHb 15.
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Ncnonb3oBaHMe KOMaHAbI

Ans ncnonb3oBaHUA AaHHOW KOMaHAbl HEOOXOAMMO MepenTU B pexmm KoHpurypaumm
nopTa unun gruanasoHa noptos (interface).

Mpumep

B maHHOM nMpumepe NMoKasaHo, Kak BKJIOYMUTb aBTOCOrNacoBaHWe, Npu KOTOpoOMm OyayT
MCNOJIb30BaTbCA TOJIbKO pPeXuMbl nonyaynnekca U nosiHoro gynnekca gnda CKoOpocTwn
100 M6wuT/c pns nopta Ethernet 1/0/1.

TGK-121# configure terminal

TGK-121 (config)# interface ethernet 1/0/1

TGK-121 (config-if) # speed auto 100h 100f

speed auto 100h 100f

TGK-121 (config-if) #
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8. KOMAH[Obl SPANNING TREE PROTOCOL (STP)

8.1 show spanning-tree

[laHHaa KoMaHga ucnonb3yeTcs AOns oTobpaxeHus wuHPopmauum o pabote STP-

NPOTOKOJ1a.

show spanning-tree [interface [ethernet | port-channel [/FACELIST, | -] | active

| blockedports | bpdul]]

NMapameTpobl
ti Ykaxute, 4tobbl 0TOOPasUTb WHGOOPMAUUIO TONBKO MO

active

aKTUBHbIM MOPTaM.

Ykaxute, 4tobbl 0TOOPasUTb WHGOPMAULUIO TONBKO MO
blockedports .

noptam B coctosiHuu Blocking (6noknposka).

YKaxuTte, 4TOoObl 0TOOpPa3nTb MHPOPMALUIO O pexmnme
bpdu ¢yHkumm BPDU Forwarding npu oTkntoyeHHom STP-

NPOTOKOJ1e OANna KaXaoro nopTa.

ethernet | port-channel
IFACELIST

Ykaxute nHTepodenc (pusnyeckmmn Ethernet-nopTt
KOMMyTaToOpa WAM norndeckmmn uHtepdenc port-channel),
[aHHble NO KOTOPOMY He06X0AMMO 0TOOPA3UTL.

(OnunoHanbHo) Heckonbko WHTepdENCOB UM OTAENeHUe
Auana3oHa uHTepdercoB oT npeabiaywero. Mcnonb3oBaHue
npob6ena 4o 1 nocse 3ansTon HegonycTUMO.

(OnumoHanbHoO) Omnana3oH wuHTepdencoB. Mcnonb3oBaHue
npobena fo n nocne geduca HegonycTMmo.

Mo ymon4yaHuio
Her.

PeXxxvum BBOAa KOMaHAbI
Monb3oBaTeNbCKMUA UK NpUBMUIErnpoBaHHbin pexum (User/Privileged EXEC Mode).

VpOBEHb KOMaHAbl NO YMOJTYHaHUIO

YposeHb 1.
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MUcnonb3oBaHue KOMaHAbI
[laHHas KoOMaHAa wucnonb3yeTca AOna oTobpaxeHus wuHPopmaumm o pabote STP-
npoTOoKoNa.

Mpumep
B maHHOM npumepe nNokasaHo, Kak 0Tobpa3nTb MHopMaLnto o paboTte STP-npoTokona
ans nopta Ethernet 1/0/9.

TGK-1214# show spanning-tree interface ethernet 1/0/9

show spanning-tree interface ethernet 1/0/9

Ethl1/0/9:
Spanning tree on an interface : Enabled
Port path cost : 200000000
Port identifier : 8.009
Link type : Shared (configured: Auto)
Port fast : No (configured: Auto)
Guard root : Disabled
Bpdu forward : Global
Bpdu guard : Enabled
TCN filter : Disabled
Port priority : 128
Tx/Rx BPDU : 0/0
Tx/Rx TCN : 0/0
BPDU Filter : Yes
BPDU Guard Error : No
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8.2 spanning-tree

[laHHas KOMaHZa ncnonb3yeTcs ANns BkNtodeHus STP-npoTtokona rnobanbHo (onsa Bcero
ycTponcTBa). Mpu ncnonb3oBaHMM GopmMbl NO KOMaHAA OTK/IIOYUT UCMONIb30BaHWe STP-
NpoTOKoMa rnobanbHo.

spanning-tree
no spanning-tree

MapameTpbl
Her.

Mo ymon4yaHuio
Mo ymonyaHMio OTKIOYEHO.

Pexxvm BBOAa KOMaHAbl
Pexxum rnobanbHon koHpurypaumm (Global Configuration Mode).

VpOBeHb KOMaHAbl NO YMOJTYaHUIO
YpoBeHb 15.

Ncnonb3oBaHne KOMaHAbl
[aHHaa KomaHZa wucnonb3lyeTca pAas  BKAYeHUs/BbikntoveHusa STP-npoTokona
rno6anbHo (415 BCEro YCTPOMCTBA).

Mpumep
B naHHOM NpuMepe NokKa3aHo, Kak BKIYNTb STP-npoTokon rnobanbHo.

[GK-121 (config) # spanning-tree
spanning-tree

TGK-121 (config) #
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8.3 spanning-tree bpdu (global)

[laHHaa KOMaHAa WCMonb3yeTcs ANa  BKJOYEHUs/BbikNtoveHns ¢yHkumm BPDU
Forwarding rno6anbHo (ans Bcero ycTpomcTea).

spanning-tree bpdu {filtering | flooding}

NMapameTpbl

3anpewaeT nepecbinatb BPDU-nakeTtbl STP-npoTokona ot
filtering APYrux yCTPOMUCTB ceTu, ecnm STP-NpoToKON BbIKAOYEH ANA

yCTPOWCTBA.

PaspewaeT nepecbinate BPDU-nakeTtbl STP-npoTokona ot
flooding APYrux yCTPOMUCTB ceTu, ecnm STP-NpoToKON BbIKIOYEH ANA

yCTPOWCTBA.

No ymonyaHuio
Mo ymonyanuto pyHkumnsa BPDU Forwarding BkntoveHa rnobanbHo.

Pe)Xxum BBOAa KOMaHAbI
Pexunm rnobanbHom koHourypaunm (Global Configuration Mode).

ypOBEHb KOMaHAbl MO YMOJT4HaHUIO
YpoBeHb 15.

NUcnonb3oBaHue KOMaHAObl
[aHHas KomaHOa WCnonb3yeTcs AN  BK/OYeHUA/BbikNtovyeHns ¢yHKuum BPDU
Forwarding rno6anbHo (ana Bcero yctpomcTea).

Mpumep

B maHHOM NpuMepe nokasaHo, Kak BKIUYMTb GyHKLUKno BPDU Forwarding rno6anbHo.
TGK-121# configure terminal

TGK-121 (config) # spanning-tree bpdu flooding

spanning-tree bpdu flooding

TGK-121 (config) #
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8.4 spanning-tree bpdu (interface)

[laHHaa KOMaHAa MWCMonb3yeTcs pAns  BKJYeHUs/BbikNtoveHns ¢yHkumMm BPDU
Forwarding pgns ykasaHHoro uHTepdenca. Mpu mncnonb3oBaHun ¢opmbl no Oyaet
HaCTPOEHO 3HaYeHne, 3agaHHoe rnobanbHo.

spanning-tree bpdu {filtering | flooding}

no spanning-tree bpdu

MapameTpbl

3anpewgaeT nepecbinatb BPDU-nakeTtbl STP-npoTokona ot
filtering APYruX yCTPOMUCTB ceTu, ecnu STP-NpoToOKON BbIKIOYEH ANA

YKa3aHHOro nHrepdenca.

PaspewaeT nepecbinate BPDU-nakeTtbl STP-npoTokona ot
flooding APYruX yCTPOMUCTB ceTu, ecnu STP-NpoTOKON BbIKIOYEH ANA

yKa3zaHHoro nHtepderica.

No ymonyaHuio
Mo ymonyaHuio pgna ¢yHkuum BPDU Forwarding ons nmopToB HacTPOEHO 3HayeHwue,
3aaHHoe rnobanbHo.

Pexxum BBOAa KOMaHAbI
Pexxum koHpurypaumm nutepdenicos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMONMYaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbl
[na ncnonb3oBaHMS OaHHOM KOMaHAbl HEOOXOAMMO NMEPenTU B PEXUM KOHPUrypauum
nopTa, Anana3oHa nopTos uUnu port-channel (interface).

[laHHas KoMmaHAa WCnonb3yeTcs A[Na  BKAOYeHUs/BbikntovyeHns ¢yHkunum BPDU
Forwarding gnsa ykasaHHoOro nHtepgeriica.
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Mpumep
B maHHOM npumepe nokasaHo, Kak BkMUYUTb ¢yHKumio BPDU Forwarding gns nopta
Ethernet 1/0/5.

TGK-121# configure terminal

TGK-121 (config) # interface ethernet 1/0/5
TGK-121 (config-if)# spanning-tree bpdu flooding
spanning-tree bpdu flooding

TGK-121 (config-if) #
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8.5 spanning-tree bpdufilter

[aHHasg KoMaHOa ucnonb3yeTca Ana 3anpeTa npuema v nepepaym BPDU-nakeTtoB gns
yKa3aHHoOro uHTepdenca npu BKAOHYeHHOM STP-npoTokone. [pu KCNONb30BaHUMK
dopmbl no npuem 1 nepepava BPDU-nakeToB pa3spelueHbl.

spanning-tree bpdufilter
no spanning-tree bpdufilter

MapameTpbl
Her.

Mo ymon4yaHuio
Mo ymonyaHMio OTKIOYEHO.

Pexxvm BBOAa KOMaHAbl
Pexxum koHurypaumm nutepdencos (Interface Configuration Mode).

VpOBeHb KOMaHAbl NO YMOJTYaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbl
Ans ncnonb3oBaHWSA AaHHOW KOMaHAbl HEOOXOAMMO MepenTU B pexmnm KoHpurypaumm
nopTa, Anana3oHa nopTos unm port-channel (interface).

[aHHasg KoMaHOa ucnonb3yeTtcs, ecsim STP-NPOTOKON BKAOYEH A1 YKa3aHHOro rnoprta
nnun rnobanbHO, HO HeE0BX0ANMMO 3anpeTUTb Npuem n nepepadvy BPDU-nakeToB.

Mpumep
B paHHOM npuMmepe noka3aHo, Kak OTKN4YUTb npuem/nepegadyy BPDU-nakeToB gnA
nopta Ethernet 1/0/5.

TGK-121# configure terminal
TGK-121 (config) # interface ethernet 1/0/5
TGK-121 (config-if) # spanning-tree bpdufilter

spanning-tree bpdufilter

GK-121 (config-if) #
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8.6 spanning-tree bpduguard

J[laHHaaA KOMaHAa MCMonb3yeTcs ANS BK/OYeHUs/BbikodeHns ¢yHkumm BPDU Guard
ANS yKasaHHoro nHtepderica. Mpu ncnonb3oBaHun dopmbl no dyHkuma BPDU Guard
OyneT oTK/0YeHa.

spanning-tree bpduguard {enable | disable}

no spanning-tree bpduguard

MapameTpbl
enable YKaxuTe, 4ToObl BKNtOUMTb PpyHKUMo BPDU Guard.
disable YkaxuTe, 4ToObl BbIKNHOUYNTL PyHKUMI0o BPDU Guard.

Mo ymonuyaHuio
Mo ymon4yanuto AaHHas GyHKLMS OTKIOYEHA.

PeXxum BBOAa KOMaHAbl
Pexunm koHPurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMONMYaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbl
[na ncnonb3oBaHMS AaHHOM KOMaHAbl HEOOXOAMMO NMEepPenTn B PEXMM KOHPUrypauum
nopTa, AMana3oHa nopTtoB unu port-channel (interface).

[laHHas KOMaHAa MCNoNb3yeTca ANA BKIOYeHMs/BbiknodeHns ¢yHkumm BPDU Guard
ANS yKa3aHHOro nHtepderica. Ecnm npu BKAOYEHHON QYHKLUWM Ha MHTepdENC npmuxoguT
BPDU-nakeT, uHTepdenc 6bnokupyetcs. YTobbl paszbnoknmpoBaTb €ro, Heobxoanmmo
BbINO/THUTL KOoMaHAbl shutdown n no shutdown (Takxe MOXHO MCMNoNb30BaTb KOMaHAy
errdisable recovery).

Mpumep

B naHHOM Npumepe nokasaHo, Kak BkI4YNTb dyHKumio BPDU Guard gna nopta Ethernet
1/0/8.

TGK-121# configure terminal

TGK-121 (config)# interface ethernet 1/0/8

TGK-121 (config-if)# spanning-tree bpduguard enable

spanning-tree bpduguard enable

TGK-121 (config-if) #
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8.7 spanning-tree cost

[laHHaa KOMaHOa WCMONb3yeTcs AN HACTPOMKW 3HayYeHUss CTOMMOCTM NyTu AOns
yKazaHHoro uHTepdenca. Mpu uncnonb3oBaHMM GopmMbl NO CTOMMOCTb NyTM byaeT
onpenenaTbCs aBTOMaTUYECKM.

spanning-tree cost COST-VALUE

no spanning-tree cost

MapameTpbl

YKa3blBaeT 3HAa4YeHNEe CTOMMOCTM NyTW. [JOCTYyNHbIM ANana3oH

COST-VALUE 3Ha4eHuni: ot 1 go 200000000.

Mo ymon4yaHuio
Mo YMOJTHaHUKO CTOMMOCTb nNyTHU onpegendeTca Ha OCHOBaHUM HaCTpOeK MoJiochl
nponyckaHusa nHTepdenca.

Pe)Xxum BBOAa KOMaHAbI
Pexnm koHpurypaunmn nHtepoericos (Interface Configuration Mode).

ypOBeHb KOMaHAbl MO YMOJTYHaHUIO
YposeHb 15.

MUcnonb3oBaHue KOMaHAbI
Ana ncnonb3oBaHUS AAaHHOM KOMaHZbl HEOOXOAMMO MEPENTU B peXmUM KoHdUrypauum
nopTa, Anana3oHa nopToB uUnu port-channel (interface).

CTOMMOCTb MyTW MWCMONb3yeTcs ANA pacyeTa KpaTyanwero nyTM OO KOPHEBOro
KomMyTaTopa (root bridge). Ecnun ykasaHo 3HavyeHume 0, cTOMMOCTb NYTU ANs MHTepdelica
onpenenseTcs aBTOMaTUYeCKM Ha OCHOBAHMM NPOMYCKHOM CNOCOBHOCTU MHTepdeica.

Mpumep
B maHHOM npumepe nokasaHo, Kak HacTPOUTb 3HadeHme ctommocTm nytm 20000 gnsa
nopta Ethernet 1/0/5.

TGK-121# configure terminal
TGK-121 (config)# interface ethernet 1/0/5
TGK-121 (config-if)# spanning-tree cost 20000

spanning-tree cost 20000

TGK-121 (config-if) #
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8.8 spanning-tree disable

JaHHas KOMaHZa MCnonb3yeTcs AN BKIOYeHUs/BbiktodeHust STP-npoTokona Ans
onpegeneHHoro wuHtepdenca. Mpu mncnonb3oBaHUM GOPMbI NO KOMAHAA BKIOYUT
ncnonb3oBaHue STP-npoTokona ana nHrepdemnca.

spanning-tree disable

no spanning-tree disable

MapameTpbl
Her.

Mo ymonyaHuio
Mo ymonyaHuio BKJIHOYEHO.

PeXxxvm BBOAa KOMaHAbI
Pexxum koHurypaummn nutepdericos (Interface Configuration Mode).

VpOBeHb KOMaHAbl NO YMOJT4YaHUIO
YpoBeHb 15.

MCHOHb3OBaHMEKOMaHAN
Ans ncnonb3oBaHUA AaHHOW KOMaHAbl HEOOXOAMMO MepenTn B pexmm KoHpurypaumm
nopTa, Anana3oHa nopTtos unm port-channel (interface).

[laHHas KOMaHOA MCNonb3yeTcs ANa BKIOYeHMA/BbikntodeHns STP-npoTokona Ans
onpeneneHHoro nHTepdenca.

Mpumep
B maHHOM npumepe nokasaHo, Kak oTkNto4nTb STP-npoTokon ans nopta Ethernet 1/0/5.

TGK-121# configure terminal
TGK-121 (config)# interface ethernet 1/0/5
TGK-121 (config-if)# spanning-tree disable

spanning-tree disable

TGK-121 (config-if) #
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8.9 spanning-tree guard root

[laHHas KOMaHZa ncnonb3yeTcs ANs BkAtoYeHUs GyHKumm Root Guard (Restriction) ans
onpepeneHHoro wuHTepderica. Mpu uncnonb3oBaHMM GOPMbl NO KOMaHAAa BepHeT
HAaCTPOMKM MO YMONYAHMIO.

spanning-tree guard root

no spanning-tree guard root

MapameTpbl
Her.

Mo ymon4yaHuio
o ymonyaHumio OTKOYEHO.

Pexxvm BBOAa KOMaHAbl
Pexxnm koHdpurypaumm nutepdencos (Interface Configuration Mode).

VpOBeHb KOMaHAbl NO YMOJTYaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbl
Ans ncnonb3oBaHWSA AaHHOW KOMaHAbl HEOOXOAMMO MepenTU B pexmnm KoHpurypaumm
nopTa, Anana3oHa nopTos unm port-channel (interface).

®yHKuMA Root Guard (Restriction) npenoTepalaeT npeBpalweHe nopta B KOPHEBOW
MOPT WU OrpPaHMYMBAET LOCTYN BHEWHUM KOMMYTaTOpaM, HaXOAAWMMCA He No4 NOMHbIM
KOHTPONEM aAMMHUCTPATOPa, K OCHOBHOMY PErMoHy CeTM aKTMBHOM TOMONOrnu
CBA3yOLLEro Aepesa.

MopT, KOTOpOMYy ObII0 OTKa3aHO B MPUCBOEHMM PONN KOpHeBOro nopta (root port),
CMOXeT paboTaTb TONbKO B KayecTBe Ha3HayeHHoro nopTta (designated port). Mpwu
nony4yeHnn koHourypaumoHHoro BPDU-nakeTa ¢ 6onee BbICOKMM MPUOPUTETOM MOPT
HayHeT paboTaTb B KayecTBe anbTepHaTMBHOro nopta (alternate port) B cocTosiHUM
Blocking (6nokunposka). MonyyeHne BPDU c 6onee BbICOKMM MPUOPUTETOM He MNOBAUSET
Ha nocTpoeHue STP. MopT OymeT npocnywuBate BPDU. Ecnn Bpems oxuAaaHus
nonyyeHns BPDU c Hambonbwmm NpUOPUTETOM WUCTEYET, NOpPT HayHeT paboTaTb B
KayecTBe HazHaYeHHOro nopTa.
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Mpumep
B naHHOM nNpuMepe NMokKasaHo, Kak BKOUYUTE PyHKLMO Root Guard (Restriction) ans
nopta Ethernet 1/0/5.

TGK-121# configure terminal

TGK-121 (config) # interface ethernet 1/0/5
TGK-121 (config-if)# spanning-tree guard root
spanning-tree guard root

TGK-121 (config-if) #
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8.10 spanning-tree link-type

[laHHaa KomaHZa WCMoNb3yeTca AN HACTPOMKM Tuna coepuHeHusa (link-type) ans
nHTepdenca. Mpu uncnonb3oBaHUM GOPMbl NO KOMAHOA BEPHET HACTPOMKU Mo
YMOJTHaHUIO.

spanning-tree link-type {point-to-point | shared}

no spanning-tree link-type

MapameTpbl

YKa3biBaeT TUMN coeamHeHnsa «To4vka-Touyka» (Point-To-Point,

oint-to-point
P P P2P).

hared YKa3blBaeT TUM COEAMHEHUA [ONA MNOAKMOYEHUA K CeTu
share ,
obuero nonb3osaHuaA (Shared Media).

No ymonuyaHutio
Mo YMOJTHaHUKO TN coegnHeHNA Ha3Ha4aeTCAd Ha OCHOBaHUN HACTPOeEK aynJiekca.

Pexxvm BBOAa KOMaHAbl
Pexum koHpurypaunmn nHtepoericos (Interface Configuration Mode).

VpOBeHb KOMaHAbl MO YMOJTYHaHUIO
YpoBeHb 15.

Mcnonb3oBaHMe KOMaHAbI
Ana ncnonb3oBaHUS [AHHOM KOMaHZbl HEOOXOAMMO MEPEeNnTU B peXMM KoHUrypauum
nopTa, Anana3oHa nopTos uUnu port-channel (interface).

Ha nopTax, GyHKUMOHMPYIOWKUX B PeXMMeE MOSHOrO Ayrnjekca, ycTaHaBnmBaeTca P2P-
coefnHeHue; nopTbl, paboTalowme B pexume MoNyaynnekca, CYMTAOTCA MOPTaMM
obwero nonb3oBaHua (Shared Media). Tak Kak ObICTpbIM MNepexog B COCTOsSIHME
Forwarding (nepeHanpaBneHue) npu Mcnonb3oBaHUM Tuna coegmHeHus Shared Media
HEBO3MOXEH, PEeKOMEHYeTCa MCMNo/b30BaTb aBTOMaTUYeCcKoe onpegeneHne Tuna
coegmHeHus STP-NpOTOKOOM.
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Mpumep
B gaHHOM npumepe Moka3aHO, KaKk HAaCTPOWUTb HAaCTPOWUTb TUMN coeauHeHusa P2P ansa
Ethernet-nopTta 1/0/7.

TGK-121# configure terminal

TGK-121 (config) # interface ethernet 1/0/7

TGK-121 (config-if)# spanning-tree link-type point-to-point
spanning-tree link-type point-to-point

TGK-121 (config-if) #

CrpaHnua 74 13 124



TrK-121 HactpavBaemble KOMMYTaTOPbI 2 YPOBHS
KomaHpb! Spanning Tree Protocol (STP)
PykoBopcTBO Mo Mcnosb3oBaHWUo MHTepdelica komaHaHom cTpoku (CLI)

8.11 spanning-tree mode

[laHHaa KoMmaHZa WCMoNb3yeTcs AN HACTPOMKM pPexnma Ucnonb3oBaHua STP-
npoTtokona. [pu wucnonb3oBaHMM GOPMbI hO KOMaHAA BepHEeT HACTPOWKM Mo
YMOJYaHMI0.

spanning-tree mode {rstp | stp}

MapameTpbl
rstp YkasbiBaeT Rapid Spanning Tree Protocol (RSTP).
stp YKka3blBaeT Spanning Tree Protocol (coBmectumbii ¢ IEEE

802.1D).

No ymonuyaHuio
Mo ymonyaHuio yctaHoBneH pexum RSTP.

PeXxxvum BBOAa KOMaHAbI
Pexunm rnobanbHon koHpurypaumm (Global Configuration Mode).

VpOBEHb KOMaHAbl MO YMOJTYHaHUIO
YpoBeHb 15.

Mcnonb3oBaHMe KOMaHAbI
Mpn M3MEHeHUM pexmma ucrnonb3oBaHMs STP-npoTokona Bce MNopTbl NepenayTt B
cocTosiHue Discarding (oTbpacbiBaHue).

Mpumep

B paHHOM mpumepe nokasaHo, Kak HacTpouTb pexmm RSTP gna uncnonb3soBaHua STP-
npoTokKona.

TGK-121 (config) # spanning-tree mode rstp

spanning-tree mode rstp

TGK-121 (config) #
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8.12 spanning-tree priority

[aHHaa kKomaHpa ncrnonb3yeTtca nOnd HaCTpOﬁKVI npuopmteTa KOMMYTATOpPaAa. an/I
MCMNoJZ1Ib30BaHUU d)OprI NO KOMaHa BEPHET HaCTpOVIKVI Mo YMOJ/T4aHMUIO.

spanning-tree priority STP-PRIORITY

no spanning-tree priority

MapameTpbl

YKa3blBaeT 3HayeHWe npuopuTeTa KommyTaTopa (0, 4096,
STP-PRIORITY 8192, 12288, 16384, 20480, 24576, 28672, 32768, 36864,
40960, 45056, 49152, 53248, 57344, 61440).

No ymonyaHuio
Mo ymonyaHuio 3agaHo 3HavYeHme 32768.

Pe)xum BBOga KOMaHAbI
Pexxum rnobanbHom koHpurypauum (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 15.

MUcnonb3oBaHue KomaHAabl

Boibop kopHeBoro kommyTaTopa (root bridge) 3aBMCMT OT 3HaYeHUs MpuopuTeTa
KommyTaTtopa n cuctemHoro MAC-agpeca. [JOCTynHbl 3HaYeHUA NpuUopuUTeTa, KpaTHble
4096. Yem meHbLUe YNCNOo, TEM Bbille NPUOPUTET.

Mpumep

B naHHOM npuMepe nokasaHo, Kak 3af4aTb 3HayeHue 4096.
TGK-121# configure terminal

[GK-121 (config) # spanning-tree priority 4096

spanning-tree priority 4096

TGK-121 (config) #
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8.13 spanning-tree port-priority

[laHHaaA KOMaHAa MCMonb3yeTcs AN1A HAacTponkM npuoputeTa STP-npoTokona Ans
nHtepdenca. MNpu wncnonb3oBaHUM ¢GOPMbl NO KOMaHAA BEPHET HACTPOWMKM Mo
YMOJYaHMI0.

spanning-tree port-priority PRIORITY

no spanning-tree port-priority

MapameTpbl

YKa3blBaeT 3Ha4YeHne npuoputeTa nHTepdeica (0, 16, 32, 48,

PRIORITY
64, 80, 96, 112, 128, 144, 160, 176, 192, 208, 224, 240).

Mo ymon4yaHuio
o ymonyaHuio 3agaHo 3HavyeHune 128.

Pexxvm BBOAa KOMaHAbl
Pexxum koHurypaumm nHtepdencos (Interface Configuration Mode).

VpOBeHb KOMaHAbl NO YMOJTYaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbl
Ans ncnonb3oBaHWSA AaHHOW KOMaHAbl HEOOXOAMMO MepenTn B pexmnm KoHpurypaumm
nopTa, Anana3oHa nopTos unm port-channel (interface).

MNpn npucBoeHMU ponn MHTepdenca MCNonb3yeTcss ero MAeHTUPUKAToOp, KOTOPbIN
COCTOMT M3 MpuopuTeTa U HOomepa WHTepdenca. Yem MeHblle 4YUCNO, TEM Bbile

NPUOPUTET.

Mpumep

B maHHOM Npumepe NokasaHo, Kak 3afaTb 3Ha4YeHne 16 gns Ethernet-nopta 1/0/7.
TGK-121# configure terminal

TGK-121 (config) # interface ethernet 1/0/7

TGK-121 (config-if) # spanning-tree port-priority 16

spanning-tree port-priority 16

GK-121 (config-if) #

CrpaHnua 77 n3 124



TrK-121 HactpanBaemble KOMMYTaTOPbl 2 YPOBHS
KomaHpb! Spanning Tree Protocol (STP)
PykoBopacTBO Mo ncnonb3oBaHUo MHTepderica komaHaHom ctpoku (CLI)

8.14 spanning-tree portfast
[aHHaa KoMaHa WCrofb3yeTca O/ HAaCTPOWKM pexuma PortFast gna nopra. MNpwu
MCMosb30BaHNN GOPMbl NO KOMaHZAa OTK/IOYUT AAHHbINA PEXUM.

spanning-tree portfast {enable | auto}

no spanning-tree portfast

MapameTpbl
¢ YKaxute, 4ToObl 0XMAATb 3 CEKyHAbl W, €CIN He MoJlyYeHbl
auto
BPDU-nakeTbl, BKMOYaTb pexum PortFast ang nopra.
YkaxuTte, u4tobbl pexum PortFast pna wuHTepdenca
enable BKMtOYanca cpasy. Ecnm nocne 6yayT nonydeHbsl BPDU-

NaKeTbl, PeXUM DyLeT OTK/IOYEH.

No ymonuaHuio
o ymonyaHuio Ans Bcex NopToB HAaCTPOEH pexnm auto.

PeXxxvm BBOAa KOMaHAbI
Pexunm koHpurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOYaHUIO
YpoBeHb 15.

Mcnonb3oBaHMe KOMaHAbI
ANna ncnonb3oBaHUS [AHHOM KOMaHAbl HEOOXOAMMO NMEpPENTU B PEXUM KOHPUTYypaLmm
nopTa, AvMana3oHa nopTtos uUnu port-channel (interface).

JlaHHaA KOMaHAA NCNoNb3yeTcs AN HACTPOMKKN pexnma PortFast ons nHtepdeinca.

MpUMeHsA AaHHYI0 KOMaHAy, He JAONyCcKanTe NosiBNIeHUs neTesb B TOMNOMOrMN U NMeTenb
BO BpeMs nepefaqm NakeToB AAHHbIX, 3TO MOXET HapyLWKTb paboTy ceTu.

Mpumep
B paHHOM npuMepe MoOKa3aHO, KakK HaCcTPOMTb BKJOYeHWe pexuma PortFast ans
Ethernet-nopTta 1/0/7.

TGK-121# configure terminal
TGK-121 (config) # interface ethernet 1/0/7
TGK-121 (config-if) # spanning-tree portfast enable

spanning-tree portfast enable

TGK-121 (config-if) #
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8.15 spanning-tree tcnfilter

[laHHas KOMaHQA WCNONb3yeTca ANS BKAYEHMA OQUAbTpauMn yBeOOMIeHUA 006
nameHeHnn tononornm cetn (TCN, Topology Change Notification) Ha ykasaHHOM
nHTepdence. MNMpun ncnonb3oBaHnUm GopmMbl No PunbTpaLmsa OyaeT OTKIOYEHa.

spanning-tree tcnfilter

no spanning-tree tcnfilter

MapameTpbl

HeT.

No ymonuyaHutio
Mo ymon4aHuto puUnbTpauma OTKIOYEHa.

Pexxum BBOAa KOMaHAbI
Pexum koHpurypaunmn nHtepoericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOJTYaHUIO
YposeHb 15.

Ncnonb3oBaHue KOMaHAbl

Ana ncnonb3oBaHUS [AHHOM KOMaHZbl HEOOXOAMMO NMepenTu B PeXUM KOHOUrypaumm
nopTa, Anana3oHa nopTos unu port-channel (interface).

Ounbtpaumsa TCN-yBegoMNeHNM NCNONb3YeTCS NS 3aWMUTbl MHTEPHET-NMpoBangepa ot
NOAKIOYEHNSA BHELWHUX KOMMYTAaTOPOB, HaXOAAWMXCA He Mof MOJSIHbIM KOHTpPOMeM
aOMUHUCTPATOPa, K OCHOBHOMY pPErnoHy ceTu, B KOTOPOM B [AHHOM CUTyauuu
npousonget ouncTka (Flush) agpecos.

B pexume dunbrpaumm TCN-yBegomneHuve, nonyyeHHoe nHTepdencom, MrHOPUpPYyeTCS.
[laHHble HACTPOWKW [EeUCTBUTENbHbl AN BCEX PEXMMOB MCNonb3oBaHua STP-
npoTokKona.

Mpumep
B maHHOM npumepe MNoKa3aHo, KaK BKAYUTb ¢unbTpaumio TCN-yBegomneHun ons
Ethernet-nopTta 1/0/7.

TGK-121# configure terminal
TGK-121 (config) # interface ethernet 1/0/7
TGK-121 (config-if) # spanning-tree tcnfilter

spanning-tree tcnfilter

GK-121 (config-if) #

CTpaHuua 79 mn3 124



TrK-121 HactpanBaemble KOMMYTaTOPbl 2 YPOBHS
KomaHpb! Spanning Tree Protocol (STP)

PykoBopacTBO Mo ncnonb3oBaHUo MHTepderica komaHaHom ctpoku (CLI)

8.16 spanning-tree (timers)

[laHHas KOMaHAa MCMonb3yeTcs AN HACTPOMKKM 3HavyeHur Tammepos STP-npoTokona.
Mpu ncnonb3oBaHMM GOPMbl NO KOMaHAA BEPHET HACTPOMKM MO YMOJTHAHMUIO.

spanning-tree  {hello-time SECONDS | forward-time SECONDS |
max-age SECONDS}

no spanning-tree {hello-time | forward-time | max-age}

NMapameTpbl

YKasbiBaeT MWHTEpPBaNn MeXAy UWKINYEeCKONn nepegayen
hello-time SECONDS KOHOUrypauMoHHbIX coobuweHnn. [LoCTynHbIA  AMana3oH
3HayeHunn: ot 1 go 10 cekyHa.

YKa3bIBaeT BpemMs 3aaepXkn npoasuxeHus (Forward Delay),
ncrnonbdyemoe STP-npoTokosfiom  gns  nepexoga U3
forward-time SECONDS coctosiHuss  Listening (npocnywwBaHue) u  Learning
(0by4yeHne) B cocTtosiHne Forwarding (nepeHanpaBneHue).
[ocTynHbIV gManasoH 3HadYeHun: ot 4 fo 30 cekyHa.

YKa3blBaeT MakcuManbHoe Bpema XusHu BPDU-nakeTa.

max-age SECONDS . .
[oCTynHbIM gMana3oH 3Ha4yeHnn: oT 6 o 40 cekyHa.

Mo ymonyaHuio
Mo ymonyanuto ana napameTtpa hello-time 3agaHo 3HaveHMe 2 cekyHAbI.

Mo ymon4yanuio gns napametpa forward-time 3agaHo 3HayeHne 15 cekyHA.
o ymonyaHuio 4ng napameTpa max-age 3aJaHo 3HayeHune 20 cekyHA.

Pe)xum BBOAa KOMaHAbl
Pexxum rnobanbHom koHpurypauum (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbl
J[laHHaA KOMaHAa MCMNoNb3yeTcs AN HACTPOMKM 3HaYeHu TanmepoB STP-npoTokona.

ns KoppekTHOM paboTbl HEOOXOAMMO YUUTbIBaTh C/ieayHoLLMe B3aUMOCBA3N:
2x(forward-time - 1) > max-age

max-age = 2x(hello-time + 1)
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Mpumep
BAaHHON1HpMMepeHOKa3aHO,KaKHaCTpOMTbTaﬁMeprSTP-HpOTOKOﬂ&
TGK-121# configure terminal

TGK-121 (config) # spanning-tree hello-time 1

spanning-tree hello-time 1

TGK-121 (config) # spanning-tree forward-time 16

spanning-tree forward-time 16

TGK-121 (config) # spanning-tree max-age 21

spanning-tree max-age 21

TGK-121 (config) #
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9. KOMAHAblI VYMNPABJIEHUA BPEMEHEM W SNTP-
CEPBEPOM

9.1 clock set

[laHHas KomMaHpa ncnosib3yeTcd Anda yCtraHoOBKM CUCTEMHOIO BPpEMEHU BPYYHYIHO.

clock set HH:MM:SS DAY MONTH YEAR

MapameTpbl
YKaxute Tekyuiee BpemMmsa B 4Yacax (B 24-4acoBom dopmaTe),
HH:MM:SS yiiee Bp ( Popmare)
MUHYTaX N CEKYHOAX.
DAY YKaxuTe Tekylwnii geHb mecsua (4mcno).
Ykaxute Tekywmumn mecau (jan ana aHBapsa, feb ona ¢pespans
MONTH yuy 4 (jan A p Ans desp
nT.0.).
YEAR YkaxuTe Tekywmni rog (6e3 cokpaweHms).

No ymonyaHuio
Her.

PeXxum BBOAa KOMaHAbI
MpuBunernposBaHHbIn pexum (Privileged EXEC Mode).

ypOBEHb KOMaHAbl MO YMOJT4HaHUIO
YpoBeHb 15.

Ucnonb3oBaHue KOMaHAbl

Ecnm cnctemHoe Bpems yCTaHaBIMBAETCA C MOMOLLbIO 1I0O0Oro AeNCTBYOWEro BHELWHENO
MeXaHU3Ma CUHXPOHU3auun, Hanpumep, SNTP-npoTokona, WMCNONb30BaTb [SaHHYO
KOMaHAy He HY>XXHOo. OHa ucnonb3yeTcs, ecnn apyrne UCTOYHUKN BpeMeHN HeOOoCTYMHbI.
HacTpoeHHoe Bpemsi He ByaeT coxpaHeHOo B dansie KOHOUrypauum 1 He COXPaHUTCS NMpwm
nepesarpyske yCTPOMCTBA.

Ecnn cucteMHoe BpeMs yCTaHOBIEHO BPYYHY0, HO oT SNTP-cepBepa nonyyeHo gpyroe
CMCTeMHOe BpeMms, OyaeT MCNoib30BaHO HOBOE 3HaYeHue.
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Mpumep

B paHHOM npumepe nokasaHo, Kak BPYYHYHO YCTaHOBUTb cuctemHoe Bpemsa Ha 18:00,
13 ceHT6psa 2022 T.

TGK-121# clock set 18:00:00 13 sep 2022

clock set 18:00:00 13 sep 2022
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9.2 clock summer-time

J[laHHaA KOMaHAa MCMonb3yeTcs A8 HAaCTPOMKM aBTOMATUYECKOro Nepexona Ha netHee
Bpems. Mpun Mcnonb3oBaHMM GOPMbl NO KOMaHAa OTKHOYUT aBTOMATUYECKUIN NepPeXos,
Ha neTHee Bpems.

clock summer-time recurring STARTWEEK STARTDAY STARTMONTH STARTTIME
ENDWEEK ENDDAY ENDMONTH ENDTIME OFFSET

no clock summer-time

MapameTpbl
STARTWEEK/ YkaxuTte Homep Hegenu mecsua (ot 1 go 5) nnum cnoso «first»
ENDWEEK (nepBas) nnu «last» (nocsedHss).

YKaxute pAOeHb Hepenu (sun — BOCKpeceHbe, mon -—

STARTDAY/ENDDAY noHeaenbHUK, tue — BTOPHUMK, wed — cpega, thu — yeTBepr,
fri — nATHULA, sat — cy6boTa>.

STARTMONTH/

YkaxuTte mecay, (jan gna aHeaps, feb ona pespana un 1.4.).
ENDMONTH u(anna p ans desp A.)

STARTTIME/ENDTIME  YkaxuTe Bpems B Yacax.

YkaxuTte konmyectso MMHYT (oT 30 go 120), KOTopoe HYXHO

OFFSET
L,06aBUTb NPU Nepexofe Ha NIeTHee Bpems.

Mo ymonuyaHuio
Mo ymon4yaHuto AaHHas GyHKLMS OTKIIOYEHA.

Pe)xum BBOga KOMaHAbl
Pexxum rnobanbHom koHpurypaunm (Global Configuration Mode).

VpOBEHb KOMaHAbl NO YMOJTHaHUIO
YpoBeHb 15.

NUcnonb3oBaHue KOMaHAbl

[laHHaA KOMaHZa WCMNoNb3yeTcs A9 aBTOMATMYECKOro rnepexofa Ha NieTHee Bpems B
onpefeneHHbln AeHb Headenu onpepeneHHoro mecsaua. MNepeaa 4acTb AaHHbIX KOMaHA
YKa3blBaeT Ha Hayaslo JIeTHEero BPEMEHMU, a BTOPAst — HA €ro OKOHYaHue.
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Mpumep

B maHHOM npumepe Nokas3aHo, Kak Ha3HaYuUTb Hayano yieTHero BpeMeHu Ha 2 Yaca Ho4u
NepBOro BOCKPEeCEeHbsl anpens M KOHeL Ha 2 4aca Ho4Yu nociiefHero BOCKpPeCeHbs
oKTs16pA co caBnrom 60 MUHYT.

TGK-121# configure terminal
TGK-121 (config) # clock summer-time recurring 1 sun apr 2 1 sun oct 2 60
clock summer-time recurring 1 sun apr 2 1 sun oct 2 60

TGK-121 (config) #
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9.3 clock timezone

[laHHas KoMaHZa MCnonb3yeTcs ANA HAaCTPOWMKM YacoBoro nosca. Mpu ncnonb3oBaHUM
dopmbl no ByaeT HacTpoeHo Bpemsa B popmate UTC (BcemMrpHOe KOoOpAUHMPOBAHHOE
Bpems).

clock timezone {+ | -} HOURS MINUTES

no clock timezone

MapameTpbl

. YKaXuTe  KOMMYeCTBO YacoB, KOTOpPOe Heobxoaumo
npmbasutb K UTC.
YKaXuTe KONM4ecTBO 4acoB, KOTOpoe HeobXoaAMMO BblYECTb
n3 UTC.

HOURS YkaxuTe pasHuuy Bo BpemeHn ¢ UTC B 4acax (ot 0 go 11).

MINUTES YKkaxuTe pasHuuy Bo BpemeHn ¢ UTC B muHyTax (o1 0 go 59).

No ymonyaHuio
Yacoeown nosac no ymonyaHuio — UTC.

PeXxum BBOAa KOMaHAbI
Pexum rnobanbHom koHourypaunm (Global Configuration Mode).

ypOBEHb KOMaHAbl MO YMOJT4HaHUIO
YpoBeHb 15.

MCHOHbBOBaHMeKOMaHAH
Bpems, nonyyeHHoe oT SNTP-cepBepa, oTobpaxaeTtcs ¢ ydetom UTC, yacoBoro nosica u
HacTpoek rnepexoaa Ha neTHee BpeMs.

Mpumep
B paHHOM npumepe nokasaHo, Kak HacTPOUTb YAaCOBOW MOAC, KOTOPbIM Ha 8 4YacoB
onepexaeT Bpems UTC.

TGK-121# configure terminal

TGK-121 (config)# clock timezone - 8 0
clock timezone - 8 0

TGK-121 (config) #
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9.4 show clock

J[laHHaA KoMaHAa Ucnonb3yeTcs Ans oTobpaxeHma MHPOPMaLMM O faTe U BPEMEHM.
show clock

MapameTpol
HerT.

Mo ymonuyaHuio
Her.

Pexum BBOAd KOMaHAbI
Monb3oBaTeNnbCKM NK NpUBMUIErMpoBaHHbIn pexum (User/Privileged EXEC Mode).

VpOBEHb KOMaHAbl MO YMOJTYHaHUIO
YposeHb 1.

Ncnonb3oBaHMe KOMaHAbi
Takxke OaHHaA KOMaHOa UCnoJib3yeTcda and 0T06pa)KEHVIF| MCTOYHMKa BpeEMEHMWN.

Mpumep
B naHHOM npmMmepe rnokasaHo, Kak OT06pa3VITb TeKylulee BpeM4.

TGK-121> show clock

show clock

Current Time Source : System Clock

Current Time : 18:10:52, 2021-09-24
Time Zone : Europe/Moscow
Daylight Saving Time : Disabled
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9.5 show sntp

JaHHas KoMaHAa ncnonb3yeTca Ana oTobpaxeHus nHpopmaumm o6 SNTP-cepsepe.

show sntp

MapameTpbl
HerT.

No ymonyaHuio
HerT.

Pexum BBOAd KOMaHAbl
Monb3oBaTeNbCKMU UK NPUBUIIErMPOBaHHbIN pexum (User/Privileged EXEC Mode).

VpOBeHb KOMaHAbl MO YMOJT4aHUIO
YposeHb 1.

Ncnonb3oBaHMe KOMaHAbi
[laHHas KOMaHAa ucnonb3yeTcs ANns oTobpaxeHus nHpopmaumm o6 SNTP-cepsepe.

Mpumep
B naHHOM npuMepe Noka3aHo, Kak 0Tobpa3nTb nHPopmaumo o6 SNTP-cepepe.
TGK-121> show sntp
show sntp
SNTP Status : Disabled
SNTP Poll Interval : 512
Obtain NTP servers from DHCP server : Disabled
SNTP Server Type

194.190.168.1 : Static

Total Entries : 1
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9.6 sntp server

[aHHaa KomaHpa wucnonb3lyeTtca AnA ykasaHumsa SNTP-cepsepa. [Mpu ncnonb3oBaHum
bopMmbl N0 KOMaHAA YAANIUT CepBeEpP M3 CMUCKA.

sntp server {dhcp | address NTP-ADDRESS | NTP-URL}
no sntp server {dhcp | address NTP-ADDRESS | NTP-URL}

MapameTpbl
address NTP-ADDRESS |
Ykaxute IPv4- nunn URL-agpec cepsepa BpemMeHu.
NTP-URL
dhcp YKaxute, 4ToObl YCTPOMCTBO MOMy4aNno agpec cepsepa

BpemeHu no DHCP-npoTokony.

No ymonyaHuio
Her.

Pexxum BBOAa KOMaHAbI
Pexunm rnobanbHo koHpurypaumm (Global Configuration Mode).

ypOBeHb KOMaHAbl MO YMOJTYHaHUIO
YpoBeHb 15.

Mcnonb3oBaHMe KOMaHAbI

YT06bI YKa3aTb Heckonbko SNTP-cepBepoB, BBEAUTE AaHHYIO KOMaHAY HECKONbKO pas,
ncnonb3ya pasHble IP- unn URL-agpeca SNTP-cepBepoB. MakcMmanbHOe KONMYeCTBO
agpecoB — 4.

Ncnonb3ynte ¢opmy no, 4tobbl ypanutb agpec SNTP-cepBepa wnuM OTMEHUTb
nony4YyeHue agpeca cepsepa spemeHn no DHCP-npoTokony.

Mpumep
B maHHOM npumepe NoKasaHo, KaK CMHXPOHU3MPOBATb CUCTEMHOE BPeEMS C CEpBEPOM
SNTP c IP-agpecom 129.132.2.21.

TGK-121 (config)# sntp server 129.132.2.21
sntp server 129.132.2.21

TGK-121 (config) #
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9.7 sntp enable
J[laHHaA KOMaHAa UCMONb3yeTCs A5 BKNOYEHUA CUHXPOHU3ALMN CUCTEMHOIO BPEMEHM C
SNTP-cepBepom. Mpn ncnonb3oBaHMM GOPMbl NO CUHXPOHM3ALNS ByAeT OTKNOYEHA.
sntp enable
no sntp enable

MapameTpbl
HerT.

Mo ymonuaHuio
Mo ymon4YaHuto AaHHas hyHKLMA BKIIOYEHA.

Pe)xxum BBOga KOMaHAbI
Pexxum rnobanbHom koHpurypaunm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO0 YMOMYaHUIO
YposeHb 15.

Ncnonb3oBaHMe KoOMaHAbI
V|CI'IOJ'Ib3yl7ITe OAHHYKO KOMaHA4y, '-ITO6bI BKJTIOYNTb CUHXPOHU3aUNIO CUCTEMHOIO BpEMEHN
¢ SNTP-cepBepom.

Mpumep

B maHHOM npumepe NnokKa3aHo, Kak BK/HOYUTb CUHXPOHM3ALUIO CUCTEMHOIO BPEMEHU C
SNTP-cepsepom.

[GK-121 (config) # sntp enable

sntp enable

TGK-121 (config) #
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9.8 sntp interval

[laHHaa KoMaHZa WCnonb3yeTcsa ANA HACTPOMKWU WHTEepBana CUMHXPOHM3aLMW 4acoB
SNTP-knueHTa c cepepom. lMpu mncnonbsoBaHun ¢opmbl No OyaeT BOCCTAHOBNEHO
3HaYeHMe Mo YMONYaHMIo.

sntp interval SECONDS

no sntp interval

MapameTpbl

3afaeT HTepBan cMHXpoHu3auum (16, 32, 64, 128, 256, 512,
SECONDS 1024, 2048, 4096, 8192, 16384, 32768, 65536 nnn 131072

CeKyHp).

Mo ymonuyaHuio
3HayeHue No ymonyaHuto — 512 cekyHga.

Pe>xum BBOg A KOMaHAbI
Pexunm rnobansHom koHpurypaumm (Global Configuration Mode).

ypOBeHb KOMaHAbl MO YMOJTYHaHUIO
YposeHb 15.

Ncnonb3oBaHMe KOMaHAbi
[aHHaA KOMaHAa MCnonb3yeTca [N HAaCTPOWKM MHTepBana BpemMeHu mexpy NTP-
3anpocamu.

Mpumep

B naHHOM npumepe rnokasaHo, Kak HacTpouTb MHTepBan 1024 cekyHabl.

TGK-121 (config)# sntp interval 1024

sntp interval 1024
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10. KOMAHAbI VLAN

10.1 ingress-checking

[laHHas KoMaHZa WCMonb3yeTcs [AN1A  BK/KYEHUS MPOBEPKM BXOASAWMX Kagpos,
nonyyaembix uHTepdencom. [Mpu uncnonb3oBaHUM (GOPMbI NO KOMAHAA OTKIKYUT
NpPOBEpPKY.

ingress-checking

no ingress-checking

MapameTpbl

HeT.

Mo ymonuyaHuio
Mo YMOJT4aHWIO O aHHaA (I)yHKLI,MFI OTKJ1tO4YEeHa.

Pexxum BBOAa KOMaHAbI
Pexxum koHurypaummn nutepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMONMYaHUIO
YpoBeHb 15.

Ncnonb3oBaHne KOMaHAbl
Ana ncnonb3oBaHMS AaHHOM KOMaHAbl HEOOXOAMMO NepPenTU B PEXMM KOHDUTrypaLnm
nopTa, ArMana3oHa nopTtoB unu port-channel (interface).

[aHHasa KOMaHpa WCNonb3yeTca AN BKJ/IOYEHMA MNPOBEPKM BXOAAWMX Kagpos,
nonyyaembix nHTepderncom. Mpu BKIOYEHHON NpoBepke NakeT byaeT oTbpoleH B TOM
cnyyae, ecnv nNpuvHUMaWmMn uHTepdenc He sasnsetca udneHom VLAN, kK koTopown
OTHOCMUTCA NOJly4aeMbln MakerT.

Mpumep
B maHHOM NpuMepe NoKa3aHo, KakK OTK/YMUTb MPOBEPKY BXOAALIMX KAaApOoOB ANS NMopTa
Ethernet 1/0/1.

TGK-121# configure terminal

TGK-121 (config)# interface ethernet 1/0/1
TGK-121 (config-if)# no ingress-checking
no ingress-checking

TGK-121 (config-if) #
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10.2 mac-vlan

[laHHas KoMaHQa WCnonb3yeTca ANs npuBaA3kM Bxogswero Tpadmka K VLAN Ha
ocHoBaHMn MAC-agpecos (MAC-based VLAN). Mpu ncnonb3oBaHnm Gopmbl No KOMaHOA
yoanut 3anuck o npusaske K VLAN.

mac-vlan MAC_ADDR MAC_ADDR vid VLAN_ID [priority PRIO]
no mac-vlan {all | MAC ADDR| vid VLAN_ID}

MapameTpbl
MAC_ADDR Ykaxute MAC-agpec.
YkaxuTe, kakas yactb MAC-agpeca JoxHa COOTBETCTBOBAaTb
KasaHHomy apgpecy (roe F — nonHoe coBnageHue CMMBONa,
MAC MASK y Uv Ap Uv(n 0 A
- 0 — nobon gpyron cumeon). 3apante FF:FF.FF:FF.FF:FF nns
nonHoro coenageHuna c MAC-agpecom.
vid VLAN_ID NpeHtndunkatop VLAN ansa ncxogsuwero Tpaduka.

(OnunoHanbHO) 3HayeHMe BHyTpeHHero npuoputeta CoS.
priority PRIO Honyctumbld ananasoH: ot 0 go 7. Ecnn He ykasaHo, byaeT
NCnonb30BaTbCs 3HayYeHume 0.

YKaxute npun Mcnosib3oBaHMN CI)OprI NOo 04 yganeHna Bcex

all -
3anucen o npuesaske K VLAN Ha ocHoBaHun MAC-agpeca.

No ymonuyaHutio
HerT.

Pe)xum BBOga KOMaHAbI
Pexunm rnobanbHom koHpurypaumm (Global Configuration Mode).

VpOBEHb KOMaHAbl MO YMOJTYHaHUIO
YposeHb 15.

MUcnonb3oBaHue KOMaHAbl
Ncnonb3ynTe gaHHyto kKomaHay gng npueasku K VLAN Ha ocHoBaHum MAC-agpecos.

[na co3gaHma 3anmcu o npmBA3Ke yKa3biBaeMad VLAN ponxHa cywectBoBaTb B CUCTEME.
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Mpumep
B maHHOM npumepe nokasaHo, Kak co3gaTtb npusasky K VLAN 3 gna MAC-agpecos
50:46:5D:6E:XX:XX.

TGK-121# configure terminal
TGK-121 (config) # mac-vlan 50:46:5D:6E:34:52 FF:FF:FF:FF:00:00 vid 3
mac-vlan 50:46:5D:6E:34:52 FF:FF:FF:FF:00:00 vid 3

TGK-121 (config) #
B naHHOM npuMepe nokasaHo, Kak yaanuTtb Bce 3anmcn ansa VLAN 3.

TGK-121# configure terminal
TGK-121 (config) # no mac-vlan vid 3
no mac-vlan vid 3

TGK-121 (config) #
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10.3 mac-vlan (interface)

[laHHaaA KomaHZa WCMNoNb3yeTca ANS BKIOYEHMA/BbIKIOYEHUS MPUBSA3KN BXOAALLENO
Tpaduka kK VLAN Ha ocHoBaHunm MAC-agpecoB (MAC-based VLAN) gna ykasaHHoOro
nopTa KOMMyTaTopa. MNpn ncnonb3oBaHUM GOPMbI NO KOMAHAA OTKHOYUT NPUBA3KY ANs
yKa3aHHOro nopra.

mac-vilan

no mac-vlan

MapameTpbl
HerT.

No ymonyaHuio
Mo ymonuanuio npueaska K VLAN Ha ocHoBaHum MAC-agpecoB BKJOYEHA ANs BCeX
NopToB.

Pexxvum BBOAa KOMaHAbI
Pexum koHpurypaumm nutepdencos (Interface Configuration Mode).

VpOBEHb KOMaHAbl NO YMOJTHYaHUIO
YposeHb 15.

Ncnonb3oBaHue KOMaHAbl
[Ana ncnonb3oBaHMs AaHHOM KOMaHAbl HEOOXOAMMO MepenTn B PeXUM KOHbUrypaumm
nopTa unu gruanasoHa noptos (interface).

[laHHas KOMaHZa MCNoNb3yeTca AN BKJOYeHUA/BbikNtodyeHns npueaskm kK VLAN Ha
ocHoBaHuUM MAC-agpecoB g1 yKa3aHHOro nopTa KOMMyTaTopa.

Mpumep
B oaHHOM npuMepe nokasaHo, Kak oTKAto4nTb npuBasky K VLAN Ha ocHoBaHum MAC-
agpecos gnsa nopta Ethernet 1/0/5.

TGK-121# configure terminal
TGK-121 (config)# interface ethernet 1/0/5
TGK-121 (config-if)# no mac-vlan

no mac-vlan

TGK-121 (config-if) #
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10.4 show vilan mac-vlan

[laHHas KOMaHZa MCnonb3yeTca ANns oTobOpaxeHus 3anmcer o npuesaske K VLAN Ha
ocHoBaHun MAC-agpecos.

show vlan mac-vlan {interface [ethernet /FACELIST[, | -11 | entries [{vid VLAN_ID
| mac MAC_ADDR}]}

NMapameTpbl

. YKaxuTe, 4TOObl OTOOPA3UTb COCTOSIHWE TMPUBA3KK ONs
interface
NOPTOB KOMMYyTaTOpa.

(OnumoHanbHO)  Ykaxute Homep UWHTepdenca (nopta

ethernet /FACELIST
Ethernet).

(OnumoHanbHO) Heckonbko MNOPTOB UM OTAENEHue
, AMana3oHa nopToB OT npepgbigyuwero. Wcnonb3oBaHue
npobena oo 1 nocne 3ansSTon HegonyCcTMMO.

(OnumoHanbHO) Anana3oH nopToB. Micnonb3oBaHue npobena
[0 1 nocne geduca HeponycTMmo.

entries YKaxuTe, 4ToObl 0TOOPa3nTb 3aNMCK O NPUBA3KE.

) (OnunoHanbHO) YkaxuTe, 4yTobbl OTOOPA3UTL 3anucu Ans
vid VLAN _ID .
- onpepeneHHom VLAN.

(OnunoHanbHO) YkaxuTe, 4yTobbl OTOOPA3UTL 3anucu Ans
mac MAC ADDR
- onpegeneHHoro MAC-agpeca.

Mo ymonyaHuio
HerT.

PeXxvm BBOAa KOMaHAbI
Monb3oBaTeNnbCKN N NpueunernpoBaHHbIn pexum (User/Privileged EXEC Mode).

VpOBeHb KOMaHAbl N0 YMOJTYaHUIO
YposeHb 1.

Ncnonb3oBaHue KOMaHAbI

[aHHas KOMaHAa Mcnonb3yeTca AnA oTobpaxeHus 3anucen o npussaAske K VLAN Ha
ocHoBaHun MAC-agpecoB. KomaHaa no3eonseT oToOpasnTb COCTOAHME MPUBSA3KM OIS
onpefenieHHoOro nopra WMAM Auarnas3oHa NOPTOB KOMMYTaTOpa, a TakxXe 3anucu Ansd
onpegeneHHon VLAN nnn onpegeneHHoro MAC-agpeca.
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Mpumep
B paHHOM npumepe nokasaHo, Kak 0TobOpa3uTb Bce 3anucu o npuBsAske K VLAN Ha

ocHoBaHuM MAC-agpecos.

TGK-121# show vlan mac-vlan entries
show vlan mac-vlan entries
MAC address : MAC mask : VLAN ID : Priority

———————————————————— e et
00:26:57:00:1F:03 : FF:FF:FF:FF:FF:00 : 3 : 0

Total Entries : 1

TGK-121+#
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10.5 protocol-vlan frame-type

[laHHas KOMaH@A WCNonb3yeTca ANs NpuBaA3KM Bxogswero Tpadmka kK VLAN Ha
OCHOBaHMK Tuna npoTokona (protocol-based VLAN). MNMpn ncnonb3oBaHun ¢hopmMbl ho
KOMaHAa yaanuT 3anmck o npusaske K VLAN.

protocol-vlan frame-type {ethernet2 ether-type PROTO_VALUE | lic | snap} vlan
VLAN_ID [priority PRIO]

no protocol-vlan frame-type {ethernet2 ether-type PROTO_VALUE | lic | snap}

MapameTpbl
ethernet2 MpuBAa3ka gns Tuna kagpos Ethernet Il

YKaxuTe TMn NpoToKona 2 ypoBHS. Heobxoammo ykasaTb 2
ether-type

PROTO._VALUE 6anTa B 16-pmnyHom popmaTte (Hanpumep, OxF1A2 nnu F1A2).

Honyctmbiv gnanasoH: ot 0001 go FFFF.

llc MpuBAa3ska gna Tmuna kagpos LLC.
shap MNpueaAska gna Tvna kagpos SNAP.
vlian VLAN_ID NpeHntndumkatop VLAN ans ncxogsuero tpadmka.

(OnumoHanbHO) 3HayeHMe BHyTpeHHero npuoputeTta CoS.
priority PRIO Honyctumbln gmnanasoH: ot 0 go 7. Ecnm He ykasaHo, OygeT
MCNonb30BaTbCA 3HaYeHune 0.

No ymonyaHuio
Her.

PeXxum BBOAa KOMaHAbI
Pexum rnobanbHom koHourypaunm (Global Configuration Mode).

ypOBEHb KOMaHAbl MO YMOJT4HaHUIO
YpoBeHb 15.

Ucnonb3oBaHue KOMaHAbl
Ncnonb3ynTe gaHHyo KoMaHay gnsa npmeasky K VLAN Ha OCHOBaHMK TUMa NpPOTOKONa.

[na co3pgaHua 3anucm o Nnpmesaske ykasbiBaemaa VLAN gonxHa cywecTsoBaTb B CUCTEMe.
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Mpumep
B naHHOM NpuMepe nokasaHo, kak co3gatb npueasky kK VLAN 3 gnsa npotokona IPv6 (Tun
kKagpos — Ethernet Il, Tun npotokona — 86DD).

TGK-121# configure terminal
TGK-121 (config) # protocol-vlan frame-type ethernet2 ether-type 86DD vlan 3
protocol-vlan frame-type ethernet?2 ether-type 86DD vlan 3

TGK-121 (config) #
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10.6 protocol-vlan (interface)

[laHHaa KomaHZa WCMNONb3yeTca ANS BKIOYEHMA/BbIK/IOYEHUS MPUBSA3KN BXOAALLENO
Tpaduka kK VLAN Ha ocHOBaHWM TMNa npoTokona (protocol-based VLAN) ons ykazaHHoro
nopTa KomMyTaTopa. MNpn ncnonb3oBaHUM GOPMbI NO KOMAHAA OTKIOYUT NPUBA3KY AN
yKa3aHHoro nopra.

protocol-vlan

no protocol-vian

MapameTpbl
HerT.

No ymonuaHuio

Mo ymon4anuio npmeaska K VLAN Ha oCHOBaHWMM TuUMa NpoOTOKOJIA BKJKOYEeHa ON8 BCeX
NOpTOB.

Pe)xum BBOAa KOMaHAbl
Pexxum koHurypaumm nutepdericos (Interface Configuration Mode).

VpOBEHb KOMaHAbl NO YMOJTHaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbl
Ana ncnonb3oBaHMS AaHHOM KOMaHAbl HEOOXOAMMO NepPEenTU B PEXMM KOHDUTrypaLnm
nopTa Unu gruanasoHa noptos (interface).

[laHHas KOMaHZa MCNoNb3yeTca AN BKJOYeHMsa/BblikntodyeHns npueaskm kK VLAN Ha
OCHOBaHMM TUMNA NPOTOKOMA 418 YKAa3aHHOIro nopTa KOMMyTaTopa.

Mpumep
B maHHOM npumepe nokasaHo, Kak oTkK4YUTb NpmBA3Ky K VLAN Ha ocHOBaHuMM Tuna
npoTokona ans nopta Ethernet 1/0/5.

TGK-121# configure terminal
TGK-121 (config)# interface ethernet 1/0/5
TGK-121 (config-if)# no protocol-vlan

no protocol-vlan

TGK-121 (config-if) #

CtpaHuua 100 13 124



TrK-121 HactpavBaemble KOMMYTaTOPbI 2 YPOBHS
KomaHnpgbi VLAN
PykoBopcTBO Mo Mcnosb3oBaHWUo MHTepdelica komaHaHom cTpoku (CLI)

10.7 show vlan protocol-vilan
[laHHas KOMaHZa Mcnonb3yeTca ANns oTobpaxeHus 3anucen o npuesaske K VLAN Ha
OCHOBaHMN TUMNa MPOTOKONA.

show vlan protocol-vlan {interface [ethernet IFACELIST [, | 11 | entries
[{vid VLAN_ID | frame-type {ethernet2 | lic | snap} | ether-type PROTO_VALUE}1}

MapameTpobl
. YKaxute, 4ToObl OTOOPA3UTL COCTOAHME TMPUBA3KU AONA
interface
NOpPTOB KOMMYTaTOpPA.
(OnunoHanbHO) YKaxute Home MHTepdenca (nopTa
ethernet IFACEL/ST P P& P
Ethernet).
(OnumoHanbHO) Heckonbko  MOPTOB  MAW  OTAENeHue
, AMarnasoHa nopToB OT npeabligywero. Mcnonb3oBaHue
npobena go v nocne 3anATon HegonyCcTUMO.
(OnumoHanbHO) inana3oH nopToB. Micnonb3oBaHue npobena
[0 1 nocne geduca HeponycTMmo.
entries YKaxuTe, 4ToObl 0TOOPa3nTb 3aNMCcK O NPUBS3KE.
. (OnunoHanbHO) Ykaxute, 4yTobbl OTOOPA3UTL 3anucu AnNS
vid VLAN ID .
- onpeneneHHon VLAN.
(OnunoHanbHO) Ykaxute, 4yTobbl OTOOPA3UTL 3anucu AnNs
frame-type
onpeneneHHoro TMna Kagpos.
YKaxuTte, 4ToObl OTOOpa3uTb 3anMcKu [NAS TUMa KaapoB
ethernet2
Ethernet Il
lic YKaxuTe, 4ToObl 0TOOpa3nTb 3anmcK gns Tuna kagpos LLC.
snap YKaxuTe, 4ToObl 0TOOpPa3nTb 3anncK gns Tuna kagpos SNAP.
(OnumoHanbHO) YkKaxuTte, 4ToObl OTOOPa3UTb 3anncKM ANns
ether-type onpeneneHHoOro Tuna NpoTokona 2 ypoBHS. Heobxogumo
PROTO_VALUE yKa3aTb 2 6anTa B 16-pnyHoM PopmaTte (Hanpumep, OxF1A2

nnu F1A2). Donyctumsbli gnanasoH: ot 0001 go FFFF.

Mo ymon4yaHuio
Her.
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Pe)xxum BBOAa KOMaHAbl
Monb3oBaTeNbCKMA UK NPUBUIErMPOBaHHbIN pexum (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO0 YMOYaHUIO
YposeHb 1.

MCHOHbBOBaHMeKOMaHAN

[laHHas KOMaHOa Mcnosnb3yeTcs Ans oTobpaxeHus 3anmcen o npuesaske K VLAN Ha
OCHOBaHMK TUMa NpoTokona. KomaHpa no3sonsieT oTobpasnTb COCTOAHME NPUBA3KN A8
onpefeneHHoOro noprta MAM AWana3oHa MOPTOB KOMMYTaTOpa, a TakXe 3anucu AN
onpegeneHHon VLAN nnv onpegeneHHoro Tmrna NnpoToKona.

Mpumep

B maHHOM mpumepe nokasaHo, Kak oTobpa3uTb Bce 3anmck o npuesaske K VLAN Ha
OCHOBAHWK TMMNa NpoTokona ans noptos Ethernet 1/0/5un 1/0/6.

TGK-121# show vlan protocol-vlan interface ethernet 1/0/5-6

show vlan protocol-vlan interface ethernet 1/0/5-6

Interface : State
____________ o
Ethl1/0/5 : Enabled
Ethl/0/6 : Enabled

Total Entries : 2

TGK-121#
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10.8 private-vian
[daHHas KomaHga wucnonb3yetca pgna  wumsonsauum noptos BHyTpu VLAN. [lpwu
MCNONb30BaHNU GOPMbI NO KOMAaHAA yAANUT MPaBMIIO U30NSALLMN MOPTOB.

private-vlan ENTRY ID VLAN_ID trusted port {none | interface ethernet
IFLIST [, | -1}

no private-vlan ENTRY ID

MapameTpobl
YKaxute MOeHTUPUKATO CO3aBaeMoro npasuna.
ENTRY ID MAeHTVgUKaTOP A P
- [JonycTtumbin ananasoH: ot 1 go 16.
VLAN ID Ykaxute wmpaeHtTudukatop VLAN, ons kKoTopor co3paeTcs
- npaeuao. JonycTumbin gnanasoH: ot 1 go 16.
YKaxuTe, YTOObI BCE nopThbl Ethernet Obinu
none
N30/IMPOBAHHbBIMM.
interface ethernet Ykaxute Homep nopta Ethernet, «koTtopbin Oyper
IFLIST AoBepeHHbIM nopTom 3Tom VLAN.
(OnunoHanbHoO) Heckonbko WHTepdENCOB WM OTAEeNeHUe
, AnanasoHa MHTepdencos oT Npeabigywero. Micnonb3oBaHue

npobena Ao 1 nocse 3ansaTon HegonyCcTUMO.

(OnunoHanbHo) [Ounanas3oH uHTepdenco. NcnonbloBaHue
npobena fo n nocne geduca HegonycTMmo.

Mo ymon4yaHuio
HerT.

Pexxum BBOAAd KOMaH4bl
Pexxum rnobanbHon koHpurypaumm (Global Configuration Mode).

ypOBEHb KOMaHAbl MO YMOJTYHaHUIO
YposeHb 15.
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MUcnonb3oBaHue KOMaHAbI

[laHHas KomaHAa ucnonb3yeTcs ANS m3onsaumu noptoB BHyTpu opgHon VLAN. Mopr,
onpeneneHHbI Kak goBepeHHbIn (trusted), moxeT nepepaBaTb Tpapuk Ha nobon
apyrov nopt 3T1on VLAN. MopT, He onpeaeneHHbIN Kak JOBEPEHHbIN, MOXET nepefaBaTb
Tpapuk TONbKO Ha poBepeHHble nopTbl 3ToM VLAN. Ecnm Bo VLAN Bce nopTbl
N30/IMPOBAHHbIE, TPAPUK MEXAY HUMU HE NepefaeTcs.

Mpumep

B AaHHOM NpuUMmepe NoKasaHo, Kak co3haTb npaBuno ana noptos Ethernet 1/0/5un 1/0/6
BHyTpu VLAN 3.

TGK-121# configure terminal

TGK-121 (config)# private-vlan 1 3 trusted-port interface ethernet 1/0/5-6
private-vlan 1 3 trusted-port interface ethernet 1/0/5-6

TGK-121 (config) #
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10.9 show private-vian

[aHHaa KomaHpa ncnosb3yeTcda ond OTO6anEHMH npasun mMsondaunun nNopToB BHYTPU
VLAN.

show private-vlan [vlan-id VLAN _ID | ENTRY ID]

NMapameTpobl

(OnumoHanbHO) YkaxuTte, 4TobObl O0TOOPA3MTL NpaBuna Ans

vlan-id VLAN ID .
- onpegeneHHoun VLAN.

ENTRY _ID (OnumoHanbHO) YKaxunte Homep npasuna.

Mo ymon4yaHuio
Her.

Pexxum BBOAA KOMaH4bl
Monb3oBaTeNnbCKUA NU NpueunernpoBaHHbIn pexum (User/Privileged EXEC Mode).

VpOBeHb KOMaHAbl NO YMOJTYaHUIO
YposeHb 1.

Ncnonb3oBaHMe KOMaHAbi

[laHHaa KOMaH[A UCMONb3yeTca AN OTOOPaXeHUs NpPaBuA U30NALUMN NOPTOB BHYTPU
VLAN. KomaHaa no3BonsieT oToOpasnTb BCe MpaBuia, MNPaBuNo C onpeneneHHbIM
HOMepPOM MM NpaBuna gns onpegeneHHon VLAN.

Mpumep

B naHHOM npuMepe Noka3aHo, Kak 0Tobpa3nTb Nnpasuna nsonsaumm noptos ansa VLAN 3.

show private-vlan vlan-id 3
Entry ID : VLAN ID : Trusted ports
___________ +_________+________________

1 : 3 : 1/0/5-1/0/6

Total Entries : 1
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10.10 show vian

[laHHaa KoMaHAa Ucnonb3yeTcs 4519 0TOBpaXxeHMa ONMcaHUa UKW NapameTpPoB 418 BCeX
HacTpoeHHbix VLAN nnun ogHon VLAN kommyTaTopa.

show vlan [VLANLIST [, | -1 | description | interface [{ethernet /FACELIST[, | -] |
port-channel CHANNO}]]

MapameTpbl

(OnumoHanbHO) Ykaxute ogHy wunm Heckonbko VLAN ans

OTOOpPaXeHMsaA oOnucaHMa WM  MHbGoOpMauuMM O NopTax-
VLANLIST P PopmaL, P

yyacTHukax. Ecnn VLAN He yka3aHa, To oTobOpaxatoTcsa Bce

VLAN. Jonyctmbin gnanasoH: ot 1 go 4094.

(OnumoHanbHo) Heckonbko VLAN unu otaeneHue gmManasoHa
, VLAN ot npeabigywero. Wcnonb3oBaHue npobena no wu
nocne 3anaTon HeAoMyCTUMO.

(OnumoHanbHo) AwnanasoH VLAN. Mcnonb3oBaHue npobena
[0 1 nocne geduca HegonycTUMO.

(OnunoHanbHO) YkaxuTe, 4ToObl 0TOOPA3UTL ONMCaHWe ANns

description
VLAN.

(OnunoHanbHO) YkaxuTe, 4TOOblI OTOOPA3UTL HACTPOMKMU
interface VLAN gns Bcex MHTepdencoB WUnM onpeaeseHHoro rnopTa
Ethernet nnu port-channel.

Ykaxute, 4tobbl O0TOOpa3uTb HacTpoumkm VLAN agna
ethernet /FACELIST
dunsmyeckoro nopra.

(OnunoHanbHO) Heckonbko WHTepdeNcoB WM OTAeNneHue
R AnanasoHa UHTepdencos oT npeabiayliero. Micnonb3oBaHue
npobena 4o 1 nocne 3ansSTon HegonyCcTMMO.

(OnunoHanbHo) [Ounana3oH wuHTepdenco. Wcnonb3oBaHue
npobena oo n nocne gedunca HegONyCcTMMO.

YKaxuTte, 4To0bl 0TOOpasuTb HacTponkun VLAN pns port-
port-channel CHANNO channel

Mo ymonyaHuio
HerT.
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Pe)xxum BBOAa KOMaHAbl
Monb3oBaTeNnbCKM UK NpUBMUIErnpoBaHHbin pexum (User/Privileged EXEC Mode).

VpOBeHb KOMaHAbl MO YMOJTYHaHUIO
YposeHb 1.

Mcnonb3oBaHMe KOMaHAbI

[laHHas KOMaH[A MCNOoNb3yeTca A1 OTOOPaXeHMa OMuUCaHua UM NapamMeTpoB AnA
VLAN kommyTaTtopa. KomaHpa no3sonsieT otobpasutb napametpbl VLAN pna Bcex
NHTepdencos, hpM3nYeckoro NnopTa, AnanasoHa NopTos uam port-channel.

Mpumep
B maHHOM npumepe NokasaHo, kak 0Tobpas3uTb Bce Tekywme 3anmcm no VLAN.
TGK-121> show vlan
show vlan
VLAN 1:
Name : VLAN1

Tagged member ports

Untagged member ports : 1/0/1-1/0/28
VLAN 3:
Name : VLAN3

Tagged member ports

Untagged member ports

Total Entries : 2

TGK-121>
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B maHHOM npumepe MNokasaHo, Kak oTobpasntb MHpopmaunto o PVID (Port VLAN ID),
NpoBepKe BXOAALLMX MAaKETOB U AOMNYCTUMbIX TUMaxX Kagpos ansa nopTtos Ethernet 1/0/1 n
1/0/4.
TGK-121# show vlan interface ethernet 1/0/1,1/0/4
show vlan interface ethernet 1/0/1,1/0/4
1/0/1:

Native VLAN 1

Hybrid tagged VLAN

Hybrid untagged VLAN 3 4

Ingress checking : Enabled

Acceptable frame type : Admit-All
1/0/4:

Native VLAN 1

Hybrid tagged VLAN

Hybrid untagged VLAN H

Ingress checking : Enabled

Acceptable frame type : Admit-All
TGK-121#
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10.11  switchport access vian

[aHHasa KoMaHAa wucrnonb3yeTca Ans ykasaHusa access VLAN gna mHTepdenca. lMpwu
MCMONb30BaHUM POPMbI NO KOMaHAA BEPHET HACTPOMKM MO YMONYAHMUIO.

switchport access vlan VLANID

no switchport access vian

NMapameTpobl

Access VLAN unHTepderica. JonycTumMbli gmanasoH: oT 1 go
4094.

VLANID

Mo ymon4yaHuio
Mo ymonyanuio access VLAN asnaetca VLAN 1.

PeXxxvum BBOAa KOMaHAbI
Pexxum koHurypaumm nutepdenicos (Interface Configuration Mode).

VpOBeHb KOMaHAbl NO YMOJTYHaHUIO
YpoBeHb 15.

MCHOHbBOBaHMEKOMaHAH
Ana ncnonb3oBaHMs AaHHOM KOMaHAbl HEOOXOAMMO MepenTn B PeXUM KOHbUrypaumm
nopTa, AnanasoHa nopTos unm port-channel (interface).

[aHHaa KOMaHpa BCTynaeT B CUNY, KOraa MHTepdenc HACTPOEH B pexmme [0CTyna
(access mode). Ecnn VLAN, ykasaHHaa B kadectBe access VLAN, He cywlecTByeT, oHa
OyneT co3gaHa aBTOMATUYECKM.

MoxeT ObITb YKa3aHa Tofibko ogHa access VLAN. Cnefytowas KoMaHOa nepesanucbiBaeT
npegblayLLyo KOMaHay.

Mpumep
B paHHOM NpuMepe NokasaHo, Kak HacTpouTb nopT Ethernet 1/0/10 B pexnme gocTtyna
(access mode) c access VLAN 1000.

TGK-121# configure terminal
[GK-121 (config) # interface ethernet 1/0/10
TGK-121 (config-if) # switchport mode access

switchport mode access
TGK-121 (config-if)# switchport access wvlan 1000
switchport access vlan 1000

TGK-121 (config-if) #
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10.12  switchport hybrid acceptable-frame

[laHHaa KoMaHOa MCMoNb3yeTcs ANS HACTPOWKM [AOMYyCTUMOro TWMNa KagpoB AOns
rmMbpuaHoro nHtepderica. Mpu ncnonb3oBaHMM GOPMbl NO KOMaHAA BEPHET HACTPOMKM
MO YMOJTHaHUIO.

switchport hybrid acceptable-frame {all | tagged-only | untagged only}

no switchport hybrid acceptable-frame

MapameTpbl
I YKaxute, 4TOObI MpOMyckaTb W  TErmpoBaHHbIE W
a
HeTernpoBsaHHbIE Kagpbl.
tagged-only YKaxuTe, 4ToObl NPOMyCKaTb TO/IbKO TEFMPOBaHHbIE Kagpbl.

YKaxuTe, 4ToObl nponyckaTb TONIbKO HETermpoBaHHbIe
Kagpbl.

untagged only

Mo ymonyaHuio
o ymonyaHuio 4ONyCTUMbI BCE TUMbI KA POB.

PeXxum BBOAa KOMaHAbl

Pexxnm koHpurypaumm nutepdencos (Interface Configuration Mode).

VpOBeHb KOMaHAbl MO YMOJT4HaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbl

Ans Mcnonb3oBaHMA OAaHHOW KOMaHAbl HEOOXOAMMO MEPENTU B PEXMM KOHDUIypaumm
nopTa, AnanasoHa nopTtos unm port-channel (interface).

[laHHaa KoMaHAa MCMoNb3yeTcs [ANS HACTPOWKM [AOMYyCTUMOro TuMna KagpoB Ans
rmbpuaHoro nHTepdenca.

Mpumep
B maHHOM NpuMepe MoKa3aHo, Kak HacTPOUTb AOMNYyCTUMbIA TUMN KagpoB tagged-only
ANA AnanasoHa rmbpuaHbix noptos Ethernet 1/0/4-1/0/6.

TGK-121# configure terminal

TGK-121 (config)# interface ethernet 1/0/4-6

TGK-121 (config-if)# switchport hybrid acceptable-frame tagged-only
switchport hybrid acceptable-frame tagged-only

TGK-121 (config-if) #
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10.13  switchport hybrid allowed vian

[aHHasg KoMaHOa WCNOoNb3yeTCcA ANA YKa3aHWA TEerMpoBaHHbIX WU HeTermpoBaHHbIX
VLAN agns rmbpugHoro nHtepdenca. Npu ncnonb3oBaHum ¢opmMbl NO KOMaHA4a BEPHET
HACTPOWKM MO YMONYAHUIO.

switchport hybrid allowed vlan {[add] {tagged | untagged} | remove} VLANLIST
[1-]

no switchport hybrid allowed vlian

MapameTpbl
dd (OnumoHanbHo) LobaBnseT MHTepdenc B yKasaHHYyO(-ble)
a
VLAN.
remove YpanseTt uHtepdenc ns ykasaHHou(-bix) VLAN.
YKka3biBaeT MHTepdenc B KayecTBe TerMpoBaHHOro pfns
tagged .
yKaszaHHoM(-bix) VLAN.
YKa3blBaeT UHTEpdenc B KayecTBe HETErMpOBAaHHOIo AN
untagged .
yKkaszaHHoM(-bix) VLAN.
Cnuncok paspelwweHHbix VLAN ans 3ameHbl CyL,eCcTBYHOLWEro
cnmcka unm cnmcok VLAN, KoTopble Heobxoammo no6aBuTh B
VLANLIST cnncok paspeweHHblix VLAN wnn ypanutb u3 Hero. Ecnu
HMKaKaa onuuMsa He 3afdaHa, yKa3aHHbin cnucok VLAN
nepesanuueT CNUCOK pa3peweHHbix VLAN.
(OnuwnoHanbHo) Heckonbko VLAN mvnu otaeneHne aMana3oHa
s VLAN ot npegbigyuero. Mcnonb3oBaHne npobena [o wm

nocsie 3ansaTon Heaonycrtnmo.

(OnumonanbHo) AwnanasoH VLAN. Mcnonb3oBaHue npobena
[0 1 nocne geduca HegonycTUMo.

No ymonuyaHutio

Mo ymonyaHuio rubpumaHbivi MHTepdenc aBnseTca HeTerMpoBaHHbIM YneHom VLAN 1.

Pexxvum BBOAa KOMaHAbI

Pexunm koHpurypaunm nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMONMYaHUIO
YpoBeHb 15.
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Ucnonb3oBaHMe KOMaHAb!
Ans ncnonb3oBaHUA AAaHHOW KOMaHAbl HEOOXOAMMO NMEPEenTU B PEXMM KOHUrypaumm
nopTa, Anana3oHa nopTtos unm port-channel (interface).

Korgpa pa3speweHHaa VLAN ykasaHa Tonbko kKak VLAN ID, cnepyoowas kKomaHAa
nepesanuweT npedblaywylo KomaHay. Ecnm  HOBbIM  CNWMCOK  HETerMpoBaHHbIX
pa3speweHHbIX VLAN nepekpbiBaeTCa C TEKYLWMM CMUCKOM TErMpPOBaHHbIX pa3peLleHHbIX
VLAN, To nepekpbIBaoLWwancsa YacTb OyaeT M3MeHeHa Ha HeTerMpoBaHHbIe pa3peLleHHble
VLAN. Ecnu HOBbIM CNMCOK TerMpoBaHHbIX pa3peweHHbiXx VLAN nepekpbiBaeTcs C
TeKYLMM CMMCKOM HEeTermpoBaHHbIX pa3speweHHbiX VLAN, To nepekpbiBalOLWanca 4acTb
OyneT M3MeHeHa Ha TermpoBaHHble paspelweHHble VLAN. MNocneaHas kKomaHaa BCTYNUT B
cuny. Ecnm VLAN He cywecTByeT, oHa byaeT co3gaHa aBTOMATUYECKM.

Mpumep
B HmaHHOM npumepe MokasaHo, Kak HacTpouTb nopT Ethernet 1/0/1 B kayecTtBe
TernposaHHoro nopta VLAN 1000 v HeTernposaHHoro nopta VLAN 2000 1 3000.

TGK-121# configure terminal
TGK-121 (config) # interface ethernet 1/0/1
TGK-121 (config-if) # switchport mode hybrid

switchport mode hybrid

TGK-121 (config-if)# switchport hybrid allowed vlan add tagged 1000
switchport hybrid allowed vlan add tagged 1000

TGK-121 (config-if)# switchport hybrid allowed vlan add untagged 2000,3000
switchport hybrid allowed vlan add untagged 2000, 3000

TGK-121 (config-if) #

CtpaHuua 11213 124



TrK-121 HactpavBaemble KOMMYTaTOPbI 2 YPOBHS
KomaHnpgbi VLAN
PykoBopcTBO Mo Mcnosb3oBaHWUo MHTepdelica komaHaHom cTpoku (CLI)

10.14  switchport hybrid native vian

[laHHas KoMaHAa ucnonb3lyeTcs Ans ykasaHusa native VLAN ID rubpugHoro nHtepdenca.
Mpn ncnonb3oBaHnM GOPMbl NO KOMAaHAa BEPHET HACTPOMKN MO YMOTYAHMIO.

switchport hybrid native vlan VLANID

no switchport hybrid native vian

MapameTpol
VLANID Native VLAN rmbpungHoro nHtepdenca.

Mo ymonuyaHuio
Mo ymon4yanuto native VLAN rubpugHoro nutepderica sensetcs VLAN 1.

Pexxum BBOAa KOMaHAbI
Pexum koHpurypaumm nutepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMONMYaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbl

[Ana ncnonb3oBaHMs AaHHOM KOMaHAbl HEOOXOAMMO MepenTn B PeXUM KOHbUrypaumm
nopTa, Anana3oHa nopToB unu port-channel (interface).

YkazaHHaa VLAN He ponxHa o06si3aTenbHO CylecTBOBaTb A1 MPUMEHEHUs 3TOM
KoMaHabl. KomaHga BCTynaeT B cMny, Korga MHTepdenc HacTpoeH B rMOpUaHOM pexnme.

Mpumep
B paHHOM npuMmepe nokasaHo, Kak HacTpouTb nopT Ethernet 1/0/3, 4yToObI OH cTan
rMbpuaHbIM MHTepdercom, n HactpouTb PVID (Port VLAN ID) 20.

TGK-121# configure terminal
TGK-121 (config)# interface ethernet 1/0/3
TGK-121 (config-if)# switchport mode hybrid

switchport mode hybrid

TGK-121 (config-if)# switchport hybrid allowed vlan add untagged 20
switchport hybrid allowed vlan add untagged 20

[GK-121 (config-if)# switchport hybrid native wvlan 20

switchport hybrid native vlan 20

TGK-121 (config-if) #
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10.15  switchport mode

[laHHas KomaHAa wucnonb3yetcs pna ykasaHums pexuma VLAN (VLAN mode) pgnsa
nHTepdenca. Mpu wuncnonb3oBaHMM GOPMbI NO KOMaHAA BEPHET HaCTPOMKM Mo
YMOJTY4aHUIO.

switchport mode {access | hybrid | trunk}

no switchport mode

MapameTpbl

access HacTpanBaeT nHtepdenc B kayectse nHTepdenca gocTyna.

hvbrid HactpanBaetr wuHTepdenc B  KavectBe  rmbpugHoro
yorl nHTepdenca.

trunk HacTpaunBaeT nHtepdenc B kayectse trunk-nHtepdenica.

Mo ymonyaHuio

Mo ymonyaHWO NOPT HAacTpoeH B KayecTBe rMbpuaHoro mHTepdenca, PVID paseH 1,
napameTp untagged range paseH 1.

PeXxum BBOAa KOMaHAbl
Pexxnm koHpurypaumm nutepdencos (Interface Configuration Mode).

ypOBeHb KOMaHAbl MO YMOJT4HaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbl
Ans Mcnonb3oBaHMA OAaHHOW KOMaHAbl HEOOXOAMMO MEPENTU B PEXMM KOHDUIypaumm
nopTa, AnanasoHa nopTtos unm port-channel (interface).

Korpa vHTepdenc HacTpoeH B KayecTBe MHTepderica goctyna (access mode), oH byaeT
HeTermpoBaHHbIM YneHom access VLAN, HacTpoeHHOW Ans Hero.

Koroa uvHTepdenc HacTpoeH B kavectBe rmbpugHoro (hybrid mode), oH MoxeT ObITb
HeTerMpoBaHHbIM UM TETMPOBAHHbIM YNeHOM BCexX HacTpoeHHbIX VLAN.

Korpa wHTepdenc HacTpoeH B kayecTBe trunk-uHTepdelica, oH saBnsetcs numbo
TErMpoBaHHbIM, NMOO HeTermpoBaHHbIM 4nieHOM ero native VLAN u moxeT ObiTb
TErmpoBaHHbIM YleHOM Apyrnx HacTpoeHHbix VLAN. HasHayeHue trunk- nHtepdenca —
nopaepxka coegnHeHms switch-to-switch.

Ecnn pexum VLAN pna unHTepdenca meHsetcs, Hactponkn VLAN, obycnoBneHHble
NpeabIoyLWMM PeXMMoM, OyayT yTepsiHbl.
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Mpumep
B maHHOM npumepe NokasaHo, Kak HacTpouTb nopT Ethernet 1/0/10 B kayecTBe trunk-

NHTepdenca.

TGK-121# configure terminal

TGK-121 (config) # interface ethernet 1/0/10
TGK-121 (config-if) # switchport mode trunk
switchport mode trunk

TGK-121 (config-if) #
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10.16  switchport trunk acceptable-frame

J[laHHaaA KoMaHZa MCNosb3yeTca AN HAaCTPOMKM AOMYCTMMOro TMMna Kagpoe ans trunk-
nHtepdenca. MNpu wncnonb3oBaHUM ¢GOPMbI NO KOMAHAA BEPHET HACTPOMKM MO
YMOJYaHMI0.

switchport trunk acceptable-frame {all | tagged-only}

no switchport trunk acceptable-frame

MapameTpbl
I YKaxute, 4TOObI MpOMyckaTb W  TErmpoBaHHbIE W
a
HeTernpoBsaHHbIE Kagpbl.
tagged-only YKaxuTe, 4ToObl NPOMyCKaTb TO/IbKO TEFMPOBaHHbIE Kagpbl.

Mo ymon4yaHuio
Mo YMOJTHaHUIO AOoNYyCTUMbI BCE TUTbl KagpoB.

Pexxum BBOAAd KOMaH4bl
Pexxnm koHpurypaumm nutepdencos (Interface Configuration Mode).

VpOBeHb KOMaHAbl MO YMOJT4HaHUIO
YposeHb 15.

Ncnonb3oBaHue KOMaHAbI
Ansa Mcnonb3oBaHMA OAaHHOW KOMaHAbl HEOOXOAMMO MEPENTN B PEXMM KOHDUIypaumm
nopTa, AnanasoHa nopTtos unm port-channel (interface).

J[laHHaaA KoMaHAa MCNosb3yeTca ANsS HAaCTPOMKM AOMYCTMMOro TMNa Kagpoe ans trunk-
nHTepdenca.

Mpumep
B maHHOM npuMepe MoKa3aHo, Kak HacTpPOUTb AOMNYyCTUMbIA TUMN Kagpoe tagged-only
ans trunk-nopta Ethernet 1/0/3.

TGK-121# configure terminal
TGK-121 (config)# interface ethernet 1/0/3
TGK-121 (config-if)# switchport hybrid acceptable-frame tagged-only

switchport hybrid acceptable-frame tagged-only

TGK-121 (config-if) #
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10.17  switchport trunk allowed vian

[aHHaa KoMaHAa ncnonb3yetcs Ans HacTponkm VLAN, KOTOpPbIM paspeLleHo Nony4aTh U
oTNpaBnATb Tpaduk B TerMpoBaHHOM QopmaTe ANs yKa3aHHoOro uHTepdenca. Mpu
MCMONb30BaHUM POPMbI NO KOMaHAA BEPHET HACTPOMKM MO YMONYAHMUIO.

switchport trunk allowed vlan {all | [add | remove | except] VLANLIST[, | -1}

no switchport trunk allowed vian

MapameTpbl
all YKa3bIBaeT, YTO Ha MHTepdeince paspelueHbl Bce VLAN.
dd (OnumoHanbHo) [dobaBnsieT ykasaHHble VLAN B cnmcok

a

pa3peweHHbIX VLAN.

(OnumoHanbHO) YpanseT ykaszaHHble VLAN u©3 cnucka
remove

pa3peweHHbIX VLAN.

(OnumoHanbHo) Paspelwwaet Bce VLAN, Kpome Tex, KoTopble
except

yKa3aHbl B Crincke.

Cnucok paspeweHHbix VLAN ansa 3ameHbl CylwecTByloLWero
VLANLIST cnncka unm cnmcok VLAN, koTopble Heobxoanmo 0obasuTb B

CNMcok paspeteHHbix VLAN nnv yoanutb ns Hero.

(OnuunoHanbHo) Heckonbko VLAN nnun otoeneHne gmanasoHa
, VLAN ot npegbigywero. Mcnonb3oBaHue npobena no wu

nocse 3ansaToun HeEOQOMYCTUMO.

(OnumoHanbHo) AnanasoH VLAN. Mcnonb3oBaHne npobena
[0 M nocne geduca HegonNycTUMo.

No ymonuyaHuio
Mo ymonyaHuio sce VLAN paspeLueHsl.

PeXxxvum BBOAa KOMaHAbI
Pexunm koHpurypaunmn nHtepdericos (Interface Configuration Mode).

VpOBEHb KOMaHAbl MO YMOJTYHaHUIO
YpoBeHb 15.
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Ucnonb3oBaHMe KOMaHAb!
Ans ncnonb3oBaHUA AAaHHOW KOMaHAbl HEOOXOAMMO NMEPEenTU B PEXMM KOHUrypaumm
nopTa, Anana3oHa nopTtos unm port-channel (interface).

[aHHas KoMaHAa BCTyMaeT B CUIY, TONbKO KOraa HTepdenc HacTpoeH B pexume trunk
mode. Ecnn VLAN paspelweHa gna trunk-mHtepdenca, To OH CTaHeT TerMpoBaHHbIM
yneHom VLAN. Korga pgns paspeweHHon VLAN yctaHoBneHa onuus all, To nHtepdeiic
OyneT aBToMaTMyeckn gobasneH Bo Bce VLAN, co3gaHHbIe CUCTEMOWN.

Mpumep

B HmaHHOM npumepe mMokasaHo, Kak HacTpouTb nopT Ethernet 1/0/9 B kauyecTtBe
TermposaHHoro 4neHa VLAN 1000.

TGK-121# configure terminal

TGK-121 (config)# interface ethernet 1/0/9

TGK-121 (config-if)# switchport mode trunk

switchport mode trunk

TGK-121 (config-if)# switchport trunk allowed vlan add 1000

switchport trunk allowed vlan add 1000

GK-121 (config-if) #
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10.18  switchport trunk native vian
[laHHas KomaHAa ucnonb3yetcs Ans ykasaHus native VLAN ID trunk-uHTepdeica. Mpu
MCNoNb30BaHUN GOPMbI NO KOMAaHAA BEPHET HAaCTPOMKM MO YMOTYaAHMIO.

switchport trunk native vlan VLANID

no switchport trunk native vian

MapameTpol
VLANID Native VLAN trunk-unHTtepderica.

Mo ymonuyaHuio
o ymonyaHuio ykasaHa native VLAN 1.

Pexxum BBOAa KOMaHAbI
Pexum koHpurypaumm nutepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMONMYaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KOMaHAbl

[Ana ncnonb3oBaHMs AaHHOM KOMaHAbl HEOOXOAMMO MepenTn B PeXUM KOHbUrypaumm
nopTa, Anana3oHa nopToB unu port-channel (interface).

KomaHAa BCTynaeT B Cuy TONbKO KOraa MHTepdenc HacTpoeH B pexume trunk mode.
YkazaHHaa VLAN He ponxHa o6si3aTenbHO cyuwecTBoBaTb AN MPUMEHEHUs 3Tou

KOMaHbl.

Mpumep

TGK-121# configure terminal

TGK-121 (config)# interface ethernet 1/0/6
TGK-121 (config-if) # switchport mode trunk

switchport mode trunk
TGK-121 (config-if)# switchport trunk native vlan 22
switchport trunk native vlan 22

TGK-121 (config-if) #
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10.19 vian

[laHHas KomaHAa ucnonb3yeTtca ansa gobaeneHunsa VLAN 1 Bxoga B pexunm KoHpurypaumm
VLAN (VLAN Configuration Mode). Mpu ncnonb3oBaHum ¢opmMbl NO KOMaHAA yoanuT
VLAN.

vlan VLANLISTI, | -]
no vlan VLANLIST[, | -]

MapameTpbl

NpoeHntndukatop VLAN, koTopas BomkHbl ObiTb gobaBneHa,
VLANLIST yOaneHa unm HactpoeHa. KoppekTHbin guanasoH VLAN ID: ot
1 0o 4094. VLAN ID 1 yganutb Henb3s.

(OnumnoHanbHo) Heckonbko VLAN nnu otgeneHue guanasoHa
, VLAN ot npegbigywero. Wcnonb3oBaHue npobena no wu
nocse 3anNsToN HeZoMyCTUMO.

(OnumoHanbHo) AwnanasoH VLAN. Mcnonb3oBaHue npobena
[0 M nocne geduca HegonycTMmo.

Mo ymonuaHuio
VLAN ID 1 cywecTByeT B cucTeme B kadectse VLAN no ymon4danuio.

Pe)xxum BBOga KOMaHAbI
Pexxum rnobanbHom koHpurypauum (Global Configuration Mode).

YpoBeHb KOMaHAbl MO0 YMOYaHUIO
YposeHb 15.

Mcnonb3oBaHMe KOMaHAbI

[aHHas KoMaHaa rnobanbHoM KOHbUrypaunm ncrnonbdyetca ans cosganms VLAN. Mpu
BBoAe komaHAbl vlan c VLAN ID nonb3oBaTenb NnepexoguT B pexumm koHurypaumm VLAN
(VLAN Configuration Mode).

Beog noeHtTndukatopa cywecteyowen VLAN He co3gaeT HoByto VLAN, HO paspeluaeT
NONb30BaTEND M3MEHUTb MapamMeTpbl Nnsa ykasaHHou VLAN. Korga nonb3oBaTenb
BBOAMUT naeHTndukatop Hoson VLAN, oHa co3gaeTcsa aBTOMATUYECKMN.

Ncnonb3ynte komaHay no vlan gns yganenms VLAN. VLAN no ymonyaHuio yaanutb
Henb3a. Ecnm ypaneHHas VLAN ykaszaHa B kadectBe access VLAN gns kakoro-nmbo
nopTa, To gns access VLAN aToro nopta 6yaet ykasaHa VLAN 1.
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Mpumep
B naHHOM npumepe nokasaHo, kak obaentb HoBble VLAN c VLAN ID ot 1000 go 1005.
TGK-121# configure terminal

TGK-121 (config)# wvlan 1000-1005

TGK-121 (config-vlan) #

Ctpanuua 12113 124



TrK-121 HactpanBaemble KOMMYTaTOPbl 2 YPOBHS
KomaHnpgbi VLAN

PykoBopacTBO Mo ncnonb3oBaHUo MHTepderica komaHaHom ctpoku (CLI)

10.20 name

[daHHaa KomaHga wucnonb3yetca Ana ykasaHua umeHu VLAN. lNpum mcnonb3oBaHuu
$hopMbl N0 KOMaHAa BEPHET MMS MO YMOJTHAHULO.

name [VLAN-NAME]

no name

MapameTpbl
VLAN-NAME Nmsa VLAN (He 6onee 64 cuMmBONOB).

Mo ymonyaHuio
No ymonyanuio nmeHem VLAN asnsaetcsa VLANX, roe X — OfHa WU HECKOJbKO undp,
cootBeTcTBYtoWwmMx VLAN ID.

PeXxum BBOAa KOMaHAbI
Pexunm koHurypauum VLAN (VLAN Configuration Mode).

YpoBeHb KOMaHAbl MO YMOYaHUIO
YposeHb 15.

Ncnonb3oBaHMe KOMaHAbI

Ana ncnonb3oBaHMS AaHHOM KOMaHAbl HEOOXOAMMO NepPenTU B PEXMM KOHOUTrypaLnm
VLAN (vlan).

Ncnonb3ynTe AaHHyO KOMaHAY, 4Tobbl 3aaaTtb ums VLAN.
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Mpumep

B JaHHOM npuMepe Noka3aHo, Kak 3aaaTb ums test-vlan gns VLAN 3.
TGK-121# configure terminal

TGK-121 (config) # vlan 3

TGK-121 (config-vlan) # name test-vlan

name test-vlan

TGK-121 (config-vlan) # do show vlan 3

VLAN 3:
Name : test-vlan
Tagged member ports : 1/0/3

Untagged member ports

Total Entries : 1

TGK-121 (config-vlan) #
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10.21 description (vian)

[aHHasa KoMaHga mcnonb3yeTtca ona ykasaHusa onucaHusa VLAN. lMpu mncnonb3oBaHuM
$bopMbl N0 KOMaHAa BEPHET ONUCAHME NO YMOJTYAHMIO.

description STR

no description

MapameTpbl

STR OnucaHune VLAN (He 6onee 64 cumBonos 6e3 npobena).

Mo ymonyaHuio
HerT.

PeXxum BBOAa KOMaHAbl
Pexxum koHpurypaumm VLAN (VLAN Configuration Mode).

VpOBeHb KOMaHAbl MO YMOJT4HaHUIO
YpoBeHb 15.

Ncnonb3oBaHue KoOMaHAbl

Ana ncnonb3oBaHMA OaHHOW KOMaHAbl HEOOXOAMMO MepenTn B PEXUM KOHOUrypaumm
VLAN (vlan).

Ncnonb3ynTe aaHHyO KOMaHAay, YTobbl 3aaaTtb onncaHme VLAN.

Mpumep

B naHHOM npuMmepe nokasaHo, Kak 3aaaTtb onncaHue ana VLAN 3.
TGK-121# configure terminal

TGK-121 (config) # vlan 3

[GK-121 (config-vlan) # description VLAN mjis TeCTOB

description VLAN nOjsa TecTOB

TGK-121 (config-vlan)# do show vlan 3 description
VLAN ID : Description

__________ +___________________________
3 : VLAN 1jsa TecCTOB

Total Entries : 1

TGK-121 (config-vlan) #

CtpaHuua 124 13 124
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